Faculty Mission: Enable 49 ML & Al
Solutions

That 1.4 Billion People Are Waiting For

Where Intelligent Software Meets Designed-and-Built-in-India Hardware

Appendix C: Engineering Integrity & Sensor Integrity

The Difference Between a Demo and a Deployable Product

21 sections covering the complete engineering discipline behind trusted loT products

For: All Faculty - ECE & CSE Departments - Anyone building deployable IoT systems for India

Home | Seekers Signpost Rev1.0, May2026


https://www.seekerssignpost.com/

Table of Contents

JLIE= o (= e B0 o 1 1= 0 3OS SEPRPRRRP 2
[ (011 (o T TS T N 13 Y o] o= o PP 5
C-1: The Vicious Cycle — What College IoT Projects Really ProducCe.................uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiees 7
What the Vendor Delivers vs What Indiad NEEAS........cooiiiiiiiii e 7
C-2: What Changes — Dev Board VS CUSIOM PCB ..........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiie e eeseeeeeaeanseeseeeeneenes 9
The Three-Stage ENGINEEIING JOUINEY ......ccooiiiiiiiiii e e e e e e e e e e e e et e e e e e e e e e eaaaaaas 9
The Full CompariSON Table ..... ... e e e e ettt a e e e e e e e e eeest e e e e eaeeeeannnnnnnns 9
C-3: Sensor Integrity — If the Sensor Lies, the Entire System Li€s ........cooooiiiiiiiiiiiiiicc e, 11
The Five Layers of SeNsor INtegrity.........oooo i 11
C-4: Sensing Material Science — What Reacts, What SUIVIVES ..o, 12
The Fouling Failure MOES ........cooo i, 12
The Material Science Checklist — FacCUlty USE........ccooiiiiiiiiiii e 13
C-5: Excitation Engineering — DC on an Electrochemical Sensor Is a Failure .............cccccoceeiiiiiiiiieee e, 14
The DC Electrolysis ProbIEm ..., 14
The AC EXCitation SOIULION........ccoo i 14
Excitation Requirements DY SENSOr TYPE.....ccouiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeee ettt 15
The Excitation Design CheCKIIST.......... oot e et e e e e e e e e eerbaans 15
C-6: Calibration — A Reading Without a Reference Is an OpinioN................uuuuiiiiiiiiiiiiiiiiiiiiiiiiieeeeeees 16
The Calibration HIEIArCNY ..ot e e e e e e e e et e e e e e e e e e eaaaaans 16
The Calibration Certificate — Mandatory Fields ..., 17
Calibration Methods DY SeNSOr TY P ... e e e e e e e e e e e e e e e e e e aaeaens 18
Calibration Falure MOES ........coiiiiei et e e e e e e ettt a e e e e e eeeeeetea e e eeaeeeeasstnnaaaeaaeeeannnes 18
C-7: Sensor Lifetime & Health — What the Dashboard Must SHOW ..............uuuiiiiiiiiiiiiiiiiiiiiiieeeeeeeees 19
The Sensor Health Dashboard — Mandatory Fields ..., 19
Sensor Lifetime Reference Table .... ... 20
The Firmware Requirements for Sensor Health — C StrucCt.............ooiiiiii i, 20
C-8: Data Authority & Trust — Who Has the Right to Declare This Reading Is Genuine?...........ccccceeeeeeene. 21
The Data Trust Chain ... 22
Trusted Data vs What EXIStS TOAY .......cooooiiiiiii 22
C-9: The Innovation Opportunity — India's Missing Sensor Integrity Platform..............cccooiiiiiiinnes 23
THE BUSINESS CaASE .. .ciiiiiiiiiii i et et e e e e ettt e e e e e e e e e ettt e e e e e eaeeeeesta e s eeaaeeeeessaan s eeaaaeeesssnnnnnss 23
C-10: Sensor Integrity Reference Table — All COmMmMON 10T SENSOIS .......cooiiiiiiiiiiiiee e 25
C-11: PCB Stack-up — Why 4 Layers Is the Minimum for Any Wireless 10T DeSign.............uuuveeeeiemimmiemennnnnnnns 27
The 2-Layer FailUre. ... 27
THE 4-Layer SOIULION ... 27
4-Layer Stack-up SPeCIfiCatioNS ..........cooo i 27
The Ground Plane RUIES..........coo it e e e e e e e e e e e et a s e e e e e e eeaata e e eeaeeeresssannns 28

2

Home | Seekers Signpost Rev1.0, May2026



https://www.seekerssignpost.com/

4-Layer PCB Design CheCKIiSt ...ttt e e e e e e e e e e e e e aaann 28

C-12: The 10 EMC Rules Most Violated in College Projects...........uuuciiiiiiiiiiiiicee e 29
C-13: EMC-Aware PCB Design Tools — Free to Professional.................uuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeiiiiiiieees 31
The Student PCB Design WOTKFIOW.........cooi i e e e e e et e e e e e e e e e eara s 32
C-14: SOM-Based Design — The Carrier Board Is Where Your Engineering Begins ................uuvviiiiiiiiiiinnnnnee 33
Common SOMs for India loT — With Carrier Board GUIAES........cccoeeeiiieeieeeeeeeeeeeeeeeeeeeeeeee e 33
C-15: SOM Carrier Board Design Checklist — Before You Send to Manufacture ...........cccccoooiiiiiiiiiienn e, 34
01Tt D =TT | o PP PPPPPPPPPPPPP 34
High-Speed Signal INtegrity.......coomrie e et e e e e e e e e e e e e e e ea e s 34
1070 a1 L= ed (o] g T=1 1= Tox (o) o 1SRRI 34
< S Y 01 (=T ] o = P 34
YRR 34
=T o3 = T o = | S 35
C-16: SOM Vendors in India & Design DOCUMENT LINKS .........uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiieeeieeseeeessnssesnseeeeenneeneneeneeees 36
C-17: Enclosure Engineering — IP Ratings, Thermal, UV Stability ..., 37
The IP Rating System — IEC 60529 ..., 37
India Field Conditions — What Your Enclosure Must SUrVIVe ............cooevviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeee 37
ENclosure Material SEIECHON ..........ue it e e e ettt e e e e e e e e e aae e e e e e e e e eeanaaaas 37
Thermal Design ChECKIIST ........coooiiii et e et e e e e e e e e e e bt e e e e e e e e eaaraaaans 38
C-18: ESD Protection — Every External Connector Is an ESD Entry Point...............uuuiiiiiiiiiiiiiiiiiiiies 39
ESD Protection COMPONENTS .....oouiiiiii et e e e e e e e et e e e e e e e e e e ettt e e e e eaeeeessaaaaaanns 39
ESD Protection Placement — Correct VS INCOIMTECT ..........ooviiiiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 40
[T o o] (=Yoo o T 1= Tod {1 PR 40
C-19: Pre-Compliance Testing — What Your College Lab Can Do With 50,000..............uuuummmmmmmmmmmmnnnnnnnnnnnnns 41
The 50,000 Pre-ComplianCe Lab........ccooiiiiiiiiiieie et e s e e e ettt a s e e e e e e e eaattaa s e e e e e eeeansnnnnes 41
Pre-ComplianCe TESt PrOCEAUIES .......ciiiiiieeeiiicee et e e e ettt e e e e e e e e e e e e bt e e e e e e e e essaaaaaanns 41
TEST 1 — ANTENNA VSWR (NANOVINA) ... eeeeeeiietiiititiittstitetssssssssssssssssssssssssssasesssssssssaasesna.n..n.a————————————. 41
TEST 2 — NEAR-FIELD EMI SCAN......eitttttttttttttteeetaaeeaaeeeeenennesseenensasssnnsssssssnnsnssssssssssssnssssssnsssssnnsnsnnnnnnnns 42
TEST 3 — POWER PROFILING (NOIrdiC PPK2)......euuiiiiiiieiiiiiiiiiiiiiiasessassasesssssseersssssssssnsssnnsnsnssnnnnnnnnnnnn..s 42
TEST 4 — THERMAL IMAGING (FLIR ONE).....uuuitiiiiiiieiieiiueuiemennennnnnennnennennnnsnnnnnnnennnnnnnnnnnnnsnnnnnnnnnnnnnnnnes 42
C-20: Accredited EMC Test Labs in INAIA .......uiiiiieeceeees e e e e e e e e e e e eee e e eeeeas 43
Government Labs — Lower Cost, SIOWEr TUIMMAIOUNG ........oouiee e 43
Private Labs — Higher Cost, Faster TUrNaroUNd..............oouiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeee e 43
C-21: The Faculty Project Approval CheCKIiSt ... 44
Hardware QUESTIONS .......ooiiiiiiie it e ettt e e e e oottt ettt e e e e e e e bbb et e e e e e e e e e bt eeneeaeeas 44
SENSON QUESTIONS ...ttt ettt e et e e et ettt a e e e e eee e e e ettt e e eeaaeeeaes et e aeeaeeeearstaaaeaaaeeeenraes 44
SOMWAIE QUESTIONS ... e e e e e e e e e e e e e e e e e aaaaaaaaaas 44

g oo 18 [ox A O TN T=Y] 1 o] o - SRR 44
The Five Questions That Separate Engineering from DemoO ...........cooiiiiiiiiiiiiiiiiee e 45

3

Home | Seekers Signpost Rev1.0, May2026



https://www.seekerssignpost.com/

Cross-References

Home | Seekers S

ignpost Rev1.0, May2026



https://www.seekerssignpost.com/

How to Use This Appendix

© N oA WN

This appendix is the engineering conscience of the entire presentation.

It answers one question — repeatedly, from every angle:
'What separates a college project that impresses on demo day
from a product that serves 1.4 billion people reliably?'

The answer has eight dimensions:

. The POC vs Product gap — what changes and why
. Sensor integrity — the foundation of trusted data

. PCB stack-up — why 4 layers is the minimum for RF
. The 10 EMC rules most violated in college projects

EMC-aware PCB design tools

. SOM-based design — carrier board engineering
. Enclosure engineering — IP ratings, thermal, UV
. ESD protection — TVS, GDT, design rules

9.
10. Accredited EMC test labs in India

11. The faculty project approval checklist

Pre-compliance testing — what colleges can do

Every section connects back to a specific failure mode seen in real Indian college loT projects.
Nothing here is theoretical.

Section | Content
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C-4
C-5
Cc-6
c-7
c-8
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The Innovation Opportunity — India's Missing Sensor Integrity Platform
Sensor Integrity Reference Table — All Common loT Sensors

PCB Stack-up for loT — Why 4 Layers Is Minimum for RF

The 10 EMC Rules Most Violated in College Projects

EMC-Aware PCB Design Tools

SOM-Based Design — What the Carrier Board Must Handle

SOM Carrier Board Design Checklist
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C-1: The Vicious Cycle — What College IoT Projects
Really Produce

STUDENT GETS PROJECT

v
BUYS READYMADE MODULE FROM AMAZON / INDIAMART
(No specification. No calibration. No EMC. No lifetime.)

v
CONNECTS WITH JUMPER WIRES ON BREADBOARD
(No ground plane. No impedance control. No ESD protection.)

v
WRITES CODE THAT WORKS IN LAB
(Hardcoded WiFi. No error handling. No power management.)

v
TAKES PHOTO / VIDEO FOR REPORT
(Demo works once. In lab. With no interference.)

v
SUBMITS REPORT. GETS MARKS.
(Vendor asks: "When is your submission date?" Not: "What are your field conditions?")

v
STUDENT GRADUATES
(Knows how to connect a module. Does not know why it works.)

v
INDIA IMPORTS THE PRODUCT
(Because no Indian engineer built it right.)

v
NEXT STUDENT GETS PROJECT

What the Vendor Delivers vs What India Needs

Working demo on submission day Working product on Day 1,000 in a field
2-layer PCB — cheapest option 4-layer PCB — minimum for RF

No calibration certificate NABL-traceable calibration

No EMC consideration EMC pre-compliance tested

No enclosure IP67-rated, thermally managed

No certification plan BIS/WPC/TEC approved

No lifetime specification Defined MTBF + replacement schedule
English-only interface 22-language capable

Cloud-dependent Offline-first architecture

Home | Seekers Signpost Rev1.0, May2026
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The root cause — one sentence:
Assessment that ends at the demo produces engineering that ends at the demo.

Change what you assess. Everything else changes.

The three questions that break the cycle:

Before approving any project — ask:

(D 'What happens to this device after 1,000 hours in Indian field conditions?'
(2) 'What is your sensor calibration certificate and who issued it?'

(3) 'What certifications does this product need to be legally sold in India?'

A student who cannot answer these questions has not yet started engineering.
A student who can — has.

Home | Seekers Signpost Rev1.0, May2026
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C-2: What Changes — Dev Board vs Custom PCB

The Three-Stage Engineering Journey

STAGE 1: POC STAGE 2: PROTOTYPE STAGE 3: PRODUCT

Dev board Custom 2-layer PCB Custom 4-layer PCB

50 online sensor Specified sensor + datasheet NABL-calibrated sensor

No enclosure 3D printed enclosure IP67 injection moulded

USB power Battery + LDO designed Power budget verified

Lab WiFi Antenna placed + measured EMC pre-compliance done
Jupyter notebook Embedded C + basic RTOS Production RTOS firmware
Logical check Vv Engineering check begins Vv Engineering check complete Vv

Certification planned Vv
Deployable Vv

"Does my idea work?" "Does my design work?" "Can India deploy this?"

YEAR 1 YEAR 2-3 YEAR 4

The Full Comparison Table

Parameter POC (Dev Board) Prototype (Custom 2- Product (Custom 4-layer)
layer)
PCB layers Dev board — pre- 2-layer — student 4-layer minimum — ground plane
designed designed mandatory
Power supply USB regulated — clean  Battery + LDO — Full power budget — surge, ESD,
lab power designed reverse polarity
Sensor %50 online — unknown Datasheet verified — NABL-calibrated — lifetime tracked
spec basic calibration
RF traces Inside module — not 50Q basic — calculator Impedance controlled — VNA
your design used verified
Antenna Chip or trace on module  External — placed, Designed, characterised, enclosure-
VSWR measured tested
Enclosure None — open board 3D printed — prototype IP67 injection moulded — field
fit check tested
Firmware Arduino loop — no FreeRTOS basic — task  Production — OTA, watchdog, error
RTOS structure log
Connectivity Lab WiFi — hardcoded MQTT + reconnect logic  Offline-first — store and forward
SSID
Testing Works once — in lab Works 100 times — in Works 10,000 times — in field
lab
Cost per unit %2,000-%15,000 ¥500-%2,000 (chip ¥300-1,500 (volume BOM)
(module prices) prices)
Certifiable? No With work Yes — designed for certification
Manufacturable? No With DFM review Yes — BOM + assembly
instructions
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The dev board module you are using already has the hard engineering done inside it.
When you move to a product — YOU must do that engineering.

The ground plane. The antenna matching network. The power sequencing.
The ESD protection. The thermal management.

If you don't learn it — you will always depend on someone else's module.
And that someone will always be foreign.

Home | Seekers Signpost Rev1.0, May2026

10


https://www.seekerssignpost.com/

C-3: Sensor Integrity — If the Sensor Lies, the Entire
System Lies

The most sophisticated ML model in the world
trained on data from an uncalibrated sensor
learns the sensor's error — not the ground truth.

The dashboard shows confident numbers.
The numbers mean nothing.

The farmer makes the wrong decision.

The patient receives the wrong treatment.
The government enforces the wrong policy.

Sensor integrity is not a detail. It is the foundation.

Everything else is built on it.

If the foundation is wrong —

the sophistication of everything above makes the outcome worse, not better.
Because now you are confidently wrong.

The Five Layers of Sensor Integrity

LAYER 5: DATA AUTHORITY
Who has the legal and technical authority
to declare this reading is genuine?

LAYER 4: LIFETIME & HEALTH MONITORING

How old is this sensor?

Is it still within its rated operating life?
Has it drifted beyond acceptable limits?

LAYER 3: CALIBRATION
What reference standard was this sensor calibrated against?
Is that standard traceable to SI units?

LAYER 2: EXCITATION ENGINEERING

How is the sensor electrically stimulated?
DC? AC? What frequency? What amplitude?

Is electrolysis occurring?

LAYER 1: SENSING MATERIAL SCIENCE

What material is the sensing element?
Does it react with what it is measuring?
Does it corrode, foul, poison or drift
in the deployment environment?

A sensor that fails at Layer 1 cannot be fixed at any higher layer. Start at the bottom. Always.

Home | Seekers Signpost Rev1.0, May2026
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C-4: Sensing Material Science — What Reacts, What
Survives

Wrong Material | Why It Fails

Sensor Type Right Material Why It Survives

Soil moisture
probe

Bare copper or
zinc electrodes

Oxidises in soil —
reading drifts within
days

Stainless steel
316L or titanium

Inert — corrosion resistant —
years of stability

Water quality Uncoated steel Galvanic corrosion  Platinum or Electrochemically inert in
(conductivity) electrodes in saline/acidic graphite water
water electrodes
Water pH Standard glass Glass degrades in Solid-state No glass — temperature
electrode membrane clay-heavy Indian ISFET sensor compensated — robust
soils — cracks in
freeze-thaw
Air quality gas MQ series Highly sensitive to Electrochemical Each cell designed for one
sensor (hobbyist) humidity + cells — gas- gas — quantitative — lower
temperature — specific cross-sensitivity
cross-sensitive to
multiple gases
Grain moisture Bare capacitive Grain oils + dust Coated Coating prevents fouling —
plates coat plates — capacitive or microwave penetrates bulk
capacitance drifts microwave grain
over weeks resonance
Biomedical Stainless steel Triboelectric noise ~ Ag/AgCl Standard biomedical — low
electrode on skin — polarisation — electrode impedance — wet contact
DC offset
Marine sensor Aluminium Galvanic corrosion ~ SS316L or Marine-grade — no galvanic
housing enclosure with stainless titanium or pairs
fasteners in HDPE
seawater
Industrial exhaust ~ Standard High temperature + Heated zirconia Designed for industrial

gas electrochemical particulates poison  (O,) — NDIR exhaust conditions

sensor (CO,/CO)
Food contact Standard PCB FSSAI prohibits Food-grade FSSAI food-safe materials list
surface or ABS plastic non-food-safe SS316L or compliant

materials HDPE

The Fouling Failure Modes

Home | Seekers Signpost

Fouling is the silent killer of field sensors.
It does not cause sudden failure. It causes gradual drift.
The reading slowly moves away from truth.
The dashboard continues to show confident numbers.

Nobody notices until a crisis reveals the data was wrong.

Rev1.0, May2026
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Fouling

Type

Biofouling

Mineral
scaling

Chemical
coating

Dust
accumulation

Oil/grease
coating

Biological
poisoning

Algae, bacteria,
biofilm on sensor
surface

CaCO; on
conductivity/pH
sensor

Industrial effluent
film on optical
sensor

Dust on optical
window

Machine oil on
vibration sensor

H,S poisons
catalytic gas
sensor

Domain

River, coastal,
aquaculture

Hard water
boreholes,
industrial water

OCEMS,
industrial water

AQlI sensors,
pyranometers

Industrial
manufacturing

Sewage,
landfill, biogas

Detection
Method

Periodic reference
comparison

Rising solution
resistance

UV transmittance
drop

Reference
comparison

Amplitude drop in
frequency
response

Sensitivity check
against reference
gas

Prevention

Anti-fouling coating + auto-wiper

Acid cleaning protocol

Solvent cleaning + air jet purge

Heated inlet, air purge

Sealed mounting + solvent clean

Replacement schedule — 2 years
max

The Material Science Checklist — Faculty Use

Ooo0oo0o0ooad

Home | Seekers Signpost

What is the expected fouling mode in this environment?
Is there an anti-fouling design element in the hardware?
What is the material's rated lifetime in this environment?
Is the enclosure material compatible — no galvanic pairs?

Rev1.0, May2026

What is the sensing material? Is it specified in the datasheet?
What is the deployment medium? Does the sensing material react with it?

For food/medical/water contact — is the material regulatory approved?
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C-5: Excitation Engineering — DC on an Electrochemical
Sensor Is a Failure

The DC Electrolysis Problem

DC EXCITATION — WHAT HAPPENS:

+ Probe A (ANODE)
Soil / Water
v
[Electrolysis begins immediately]
F— 0, gas evolves at anode
H, gas evolves at cathode
Metal ions migrate into solution
Mineral deposits form on probe surfaces
Probe resistance changes permanently
v
- Probe B (CATHODE)
RESULT:
Day 1l: Reading = 34.2% moisture (approximately correct)
Day 7: Reading = 31.8% moisture (drifting)
Day 30: Reading = 26.4% moisture (significantly wrong)
Day 90: Reading = 19.7% moisture (dangerously misleading)

The farmer is over-irrigating.
The ML model has learned the drift.
The advisory is wrong. Nobody knows.

The AC Excitation Solution

AC EXCITATION — THE RIGHT APPROACH:

RE

Home |

Probe A

Alternating

signal Soil / Water

1-10 kHz Measure impedance

square wave at excitation frequency
Probe B

SULT:

No net DC current — no electrolysis

No ion migration — no mineral deposit

Stable reading over months
Frequency selection filters out interference
Drifts < 2% over 12 months with proper calibration

Seekers Signpost Rev1.0, May2026
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Excitation Requirements by Sensor Type

Sensor

Soil moisture —
resistive

Soil moisture —
capacitive

Water conductivity

Water pH (glass)

Water pH (ISFET)

ECG (body)

EEG (body)

Soil NPK

Gas —
electrochemical

Temperature
(RTD)

Temperature
(thermistor)

The Excitation Design Checklist

OO0O0oo0Oo0ooaod

Excitation

Type

AC square
wave

AC sine wave

AC sine wave

Potentiometric
— passive

DC bias on
gate

AC coupled

AC coupled

AC impedance
spectroscopy

None —
passive

Low DC current

Low DC current

Home | Seekers Signpost

Frequency

1-10 kHz

10-150 MHz

1-3 kHz

None

DC + bias

0.05-150 Hz
(bio signal)

0.1-100 Hz

1 kHz-1
MHz sweep
None

DC

DC

Amplitude Why

1V Prevent electrolysis in soil
Small Measure dielectric constant
+0.5V Prevent electrode polarisation
None pH electrode generates voltage
Low FET gate requires bias

None — DC offset dangerous on body
body

signal

None — DC would stimulate tissue

body

signal

+500mV Multiple ions — frequency discriminates
None Amperometric — current output
1mA Self-heating error above 1mA
maximum

100uA Self-heating error above 100pA
typical

Is the sensor electrochemical? — AC excitation mandatory

Is the sensor in contact with body? — AC coupled — no DC path to body
Is the sensor an RTD or thermistor? — Low DC current — calculate self-heating error
Is the excitation frequency specified in the sensor datasheet? — Use that frequency
Is the excitation amplitude within sensor rated range? — Verify in datasheet

Is there a DC blocking capacitor where needed? — Add to schematic

Is the excitation source stable? — Reference oscillator — not MCU GPIO

Rev1.0, May2026
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C-6: Calibration — A Reading Without a Reference Is an
Opinion

The Calibration Hierarchy

LEVEL 1 — INTERNATIONAL STANDARD
SI units — BIPM (Bureau International des Poids et Mesures)
Kelvin, metre, kilogram, ampere, mole, candela, second

v
LEVEL 2 — NATIONAL STANDARD (INDIA)
NPL India — National Physical Laboratory, New Delhi
Primary reference instruments — traceable to SI
nplindia.org

v
LEVEL 3 — NABL ACCREDITED LABORATORY
NABL — National Accreditation Board for Testing and Calibration
Secondary reference instruments — traceable to NPL
Issues calibration certificates with uncertainty statements
nabl-india.org

v
LEVEL 4 — YOUR CALIBRATION LABORATORY
Uses NABL reference to calibrate your field sensor
Issues calibration certificate with traceability statement

v
LEVEL 5 — YOUR FIELD SENSOR
Calibrated against Level 4 reference
Reading is traceable back to SI units

v
LEVEL 6 — YOUR DASHBOARD
Displays reading with calibration metadata:
Sensor ID + Calibration date + Reference used + Uncertainty

Home | Seekers Signpost Rev1.0, May2026
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The Calibration Certificate — Mandatory Fields

A calibration certificate that does not contain all of these
is not a calibration certificate. It is a piece of paper.

Field What It Means
Sensor ID Unique identifier — links certificate to specific
device

Parameter measured What was calibrated

Method used How calibration was performed

Reference standard What reference was used

Traceability How reference traces to Sl

Results Sensor reading vs reference at multiple points
Uncertainty Calibration uncertainty * value

Date When calibration was performed

Due date When recalibration is required

Signatory Name + qualification of calibration engineer
Laboratory NABL accreditation number

accreditation

Home | Seekers Signpost Rev1.0, May2026

| Example

SN-2024-001847

Soil moisture — volumetric water
content

Gravimetric method per ISO 11461

NABL certified soil moisture reference,
cert no. NABL-2024-3721

Traceable to NPL India mass standard
[table of readings vs reference]

+1.5% VWC at 95% confidence

14 March 2024

14 September 2024

[Name], NABL qualified
NABL/CC/XXXXXX

17
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Calibration Methods by Sensor Type

Soil moisture
Soil pH
Water

temperature
Water
conductivity

Air temperature

AQI PM sensor

Flow meter

Energy meter

ECG electrode

Load cell

Calibration Failure Modes

Failure Mode

One-point calibration

Wrong reference

Calibration at wrong

temperature

Expired calibration

Transport damage

Fouling after calibration

Self-heating error

Calibration Method

Gravimetric — weigh
wet + dry soil

Buffer solution — pH
4.00, 7.00, 10.01

Ice bath (0°C) + NIST
traceable thermometer

KCI standard solution
series

Reference thermometer
comparison

Co-location with CPCB
reference station

Volumetric — timed
collection in known
vessel

Reference power
standard

Biological signal
simulator

Dead weight — NABL
certified masses

| What Happens

Calibrated against uncalibrated

reference

temperature

Sensor drifts beyond certificate

validity

Shock/vibration after calibration

shifts zero

Sensor warms up — reading shifts

Home | Seekers Signpost

Correct at one value — wrong
everywhere else

Sensor behaves differently at field

Clean sensor calibrated — dirty
sensor deployed

Reference Standard

Oven + balance +
known soil samples

NABL certified buffer
solutions

NIST/NPL traceable
reference

Certified conductivity
standards

NABL thermometer

CPCB reference grade
BAM

Calibrated vessel +
timer

BIS certified reference
meter

Cardiac simulator —
IEC 60601

Class F2 weights

6 months

Monthly

Annual

Monthly

Annual

Seasonal

Annual

Annual

Per
deployment
or 30 days

Annual

| How to Prevent

sensors

Rev1.0, May2026

Authority

NABL / State Agriculture
Dept

NABL

NABL

NABL

NABL

CPCB / NABL

Legal Metrology

BIS / Legal Metrology

CDSCO / NABL

NABL / Legal Metrology

Minimum two-point — more for non-linear

Verify NABL certificate of reference instrument

Calibrate at expected field temperature range

Dashboard alert before due date — mandatory

Re-zero check after installation

Pre-deployment cleaning protocol

Allow thermal equilibration time after power-on
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C-7: Sensor Lifetime & Health — What the Dashboard
Must Show

The Sensor Health Dashboard — Mandatory Fields

SENSOR HEALTH DASHBOARD — SOIL NODE 047

Sensor ID: SOIL-NODE-047

Location: Field 3, Row 12

GPS: 17.3850°N, 78.4867°E
Deployed: 14 March 2024 (247 days ago)

CALIBRATION STATUS

Last calibrated: 01 August 2024 (108 days ago)

Calibration cert: NABL/CC/2024/08/1847

Reference used: NPL traceable soil moisture standard
Calibration due: 01 February 2025 (in 46 days) A DUE SOON

SENSOR HEALTH

Drift status: +2.3% from baseline v/ ACCEPTABLE
Electrode impedance: 4.2 kQ v NORMAL
(Rising impedance indicates fouling — threshold: 8 kQ)
Self-diagnostic: PASS N

LIFETIME STATUS

Rated lifetime: 18 months
Age: 8.2 months (45% of rated life)
Estimated remaining: 8-14 months

Replacement recommended: Schedule by August 2025

CURRENT READING

Soil moisture: 34.7% VWC
Reading authority: NABL calibrated — cert valid — drift acceptable
Data trustworthy: YES V
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Sensor Lifetime Reference Table

Sensor Type Typical Primary Degradation
Lifetime

Soil moisture probe 12—24 months Soil chemistry attack on

(SS316L) electrode

pH electrode (glass) 6—12 months Glass membrane

degradation

DO sensor (Clark 3—6 months Membrane permeability

electrode) change

DO sensor (optical 2-3 years Luminophore degradation

luminescent)

Electrochemical gas 2 years Catalyst poisoning

sensor (CO, H,S)

Catalytic bead gas 3 years Silicone poisoning

sensor (CH,)

Infrared gas sensor 5-10 years Optical window fouling

(CO,, CH,)

MEMS pressure sensor 10+ years Mechanical fatigue — rare

MEMS accelerometer 10+ years No mechanical degradation

PT100/PT1000 RTD 5-10 years Wire fatigue at bend points

Strain gauge 1-5 years Adhesive creep + fatigue

UV254 optical (water) 2-5 years Optical window scaling

Ultrasonic transducer 5-10 years Piezo crystal degradation

Replacement Trigger

Impedance > threshold or drift >
5%

Slope < 55 mV/pH or asymmetry >
+30 mV

Sensitivity drop > 20% from
calibration

Response time > 60 seconds

Sensitivity < 70% of new

Mandatory — time-based
replacement

Monthly cleaning — not
replacement

Offset drift > specification

Rarely replaced — shock can
damage

Resistance at 0°C check
Zero-load drift check
Transmittance drop > 5%

Echo amplitude drop

The Firmware Requirements for Sensor Health — C struct

// Mandatory sensor health data structure — every IoT firmware

typedef struct {
uint32 t sensor id;

uint32 t deployment timestamp; // Unix timestamp at installation

uint32:t last calibration timestamp;
uint32 t calibration due timestamp;

char calibration_cert_ref[32]; // NABL certificate number
uint32 t operating hours; // Cumulative

float baseline reading; // At calibration

float current drift percent; // vs baseline

float electrode impedance kohm; // For electrochemical sensors
uint8 t self diagnostic result; // 0=PASS, 1=WARN, 2=FAIL

uint8 t replacement recommended; // 0=NO, 1=SOON, 2=NOW

uintl6 t stress events count; // Exceedances of rated conditions

} sensor health t;

// Upload to dashboard every reading cycle
// Alert if calibration due within 14 days
// Alert if drift > 5%

// Alert if impedance > threshold

// Alert if self diagnostic result != 0

Home | Seekers Signpost Rev1.0, May2026
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C-8: Data Authority & Trust — Who Has the Right to
Declare This Reading Is Genuine?

When a soil moisture sensor tells an Al system to reduce irrigation by 30% —
and the farmer's crop fails —
who is accountable?

When a grain quality sensor grades wheat as B-grade —
and the farmer receives 32,000 less per quintal than MSP —
because the NIR sensor was uncalibrated —

who is accountable?

When an effluent sensor declares an industry compliant —
and the river downstream dies —

because the sensor was tampered with —

who is accountable?

These are not hypothetical questions.
They happen in India today.
loT engineering that cannot answer them is not ready for deployment.
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The Data Trust Chain

SENSOR MANUFACTURER

Provides:
Material specification
Calibration certificate
NABL traceability statement
Rated lifetime
Cross-sensitivity specification

v
SYSTEM INTEGRATOR (the product company)
Provides:
Installation record — date, location, installer
Field calibration record
Maintenance log
Tamper evidence record

v
REGULATORY AUTHORITY
(NABL / CPCB / State Agriculture Dept / FCI / CDSCO)
Provides:
Type approval of sensor for specific use case
E Acceptance of calibration methodology
Data quality objectives for this application
’
DATA PLATFORM
Provides:
Immutable timestamped log of every reading
Calibration status at time of each reading
Tamper evidence — cryptographically signed
Audit trail — who accessed, who modified
’
END USER / GOVERNMENT SYSTEM
Receives: A reading with full provenance —
Sensor ID + Calibration cert + Drift status + Tamper status + Data authority

Trusted Data vs What Exists Today

Dimension | Trusted Data (Target) | Existing loT Data (Reality)
Calibration NABL traceable certificate attached No calibration — %50 sensor
Tamper evidence Cryptographically signed No tamper detection

Sensor identity Unique ID + manufacturer cert Generic sensor — no ID
Lifetime tracking Age + drift + health on dashboard No lifetime tracking
Regulatory acceptance Authority-approved methodology No regulatory framework
Accountability System integrator liable Nobody liable

Legal standing Admissible as evidence Not admissible
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C-9: The Innovation Opportunity — India‘'s Missing
Sensor Integrity Platform

There is no Indian platform today that provides:

(1) Sensor lifecycle management — deployment to replacement

(2) Calibration traceability linked to NABL certificate database

(3) Real-time sensor health on dashboard — drift, impedance, self-diagnostic
(4) Data provenance for regulatory submission — CPCB, NABL, BIS

(5) Automated replacement recommendation — ML-based

(6) Legal standing data — cryptographically signed, audit trail

(7) Multi-domain support — agriculture, water, industrial, medical

This platform does not exist.

Globally — only expensive enterprise solutions exist.

For India's scale — 2 billion loT devices by 2030 —

India needs an India-built, India-priced sensor integrity platform.

The Business Case

Metric Value

Target market Every loT deployment in India needing regulatory compliance
Domains Agriculture, water quality, industrial effluent, healthcare, energy
Total addressable 500M+ sensors requiring calibration management by 2030
Revenue model SaaS per sensor per year — ¥50-3500 per sensor

Annual revenue potential %25,000-%2,50,000 crore

Government demand CPCB OCEMS, NABL, BIS, FCI, ABDM — all need this

Global export Every developing country has the same gap

Home | Seekers Signpost Rev1.0, May2026
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Building this platform requires:

Hardware: Tamper-evident data logger — cryptographic secure element
NABL-linked calibration terminal — field-deployable
Sensor health monitoring IC — impedance + drift measurement

Software: Blockchain or cryptographic provenance chain
NABL certificate database integration
Sensor drift prediction ML
Regulatory report generator — per domain
Multi-language interface — 22 languages

The specification is here. The market is real. The engineer is in your classroom.

Home | Seekers Signpost Rev1.0, May2026

This is a 4-year final year project. Or a funded startup. Or a government programme.
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C-10: Sensor Integrity Reference Table — All Common
loT Sensors

Sensing

Sensing
Material

Excitatio
n

Calibration
Method

Lifetim
e

Fouling Mode

Regulatory

Soil
moisture

Soil pH

Soil NPK

Water
temperat
ure

Water
conductiv
ity

Water pH

Water
DO
(Clark)

Water
DO
(optical)

Air
temperat
ure

AQI —
PM2.5/P
M10

AQI —
NO,

AQI —
CoO

Gas —
CH,

Gas —
CO
(industria

1)

Principle

Capacitive
/Resistive

Potentiom
etric

Spectrosc
opy/ISE

RTD/Ther
mistor

Resistive

Potentiom
etric

Amperome
tric

Luminesce
nce
quenching

RTD/Ther
mocouple

Optical
particle
counting

Electroche
mical

Electroche
mical

Catalytic
bead

Electroche
mical

SS316L
electrodes

Glass or
ISFET

ISE
membrane
s

Platinum
PT100/NT
C

Pt or
graphite

Glass
membrane

Ag/AgCl +
gold
cathode

Ruthenium
luminopho
re

Platinum/K
-type

Laser +
photodete
ctor

Oxidising
electrode
Oxidising
electrode

Platinum
catalyst

Carbon
electrode
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AC 1-10
kHz

Passive/
DC bias

AC
impedan
ce
spectros

copy

Low DC
(TmA
max)

AC 1-3
kHz

Passive

None
(cell
generate
s)
Optical
excitatio
n

Low DC

Optical

None
(cell)

None
(cell)

DC
constant
current

None
(cell)

Gravimetric
per ISO
11461

Buffer pH 4,
7,10

Multi-point
ion
standards

Ice bath +
NIST
reference

KCI
standard
solutions

Buffer pH 4,
7,10

Air
saturation +
zero

Air
saturation +
zero

NABL
reference
thermometer

Co-location
with CPCB
BAM

Reference
gas + co-
location

Reference
gas cylinder

Reference
gas 2.5%
CH,

Reference
gas 25 ppm
CcO

Rev1.0, May2026

month
s

Monthl
y

Quart
erly

Annua

Monthl
y

Daily
in field

Monthl
y

month

Annua

Seaso

nal

Monthl

Monthl

12-24
months

6-12
months

6-18
months

5-10
years

2-5
years

6-12
months

3-6
months

2-3
years

5-15
years

3-5
years

1-2
years

2 years

3 years
(mandat

ory)

2 years
(mandat

ory)

Mineral +
biological

Chemical
coating

lon exchange
saturation

Minimal

Biofouling +
scaling

Protein
coating

Membrane
fouling

Luminophore
degradation

Minimal

Dust on optics

Humidity
interference

Cross-
sensitivity O3

Silicone + H,S
poisoning

H, cross-
sensitivity

Body

State
Agriculture
Dept

NABL

NABL / ICAR

NABL

NABL

NABL / CPCB

NABL / CPCB

NABL / CPCB

NABL

CPCB

CPCB

CPCB

DGMS /
PESO

DGMS
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Sensor

ECG
electrode

SpO,
(optical)

Grain
moisture
(NIR)

Flow
meter
(EM)

Energy
meter

Strain
gauge

Vibration
(MEMS)

Ultrasoni
c
(distance

)

IR
thermom
eter

Load cell

Sensing

Principle

Bioelectric
potential

Photopleth
ysmograp
hy

Near-
infrared
spectrosco
py

Electroma
gnetic
induction

Shunt +
ADC

Piezoresist
ive

Capacitive

Time-of-
flight

Thermal
radiation

Strain
gauge
bridge

Sensing
Material

Ag/AgCl

LED +
photodete
ctor

Optical —
no contact

Non-
contact —
magnetic

Shunt
resistor

Nichrome/
constanta
n

Silicon
MEMS

PZT
transducer

Thermopil
e

Nichrome
bridge
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Excitatio
n

AC
coupled

passive

Optical
—AC
coupled

NIR light
source

AC caoil
excitatio
n

Direct
connecti
on

Low DC
bridge

None
(passive)

Pulse
excitatio
n

None
(passive)

Low DC
bridge

Calibration
Method

Cardiac
simulator
IEC 60601

Calibration
against
Sa0,

Wet
chemistry
comparison

Volumetric
collection

Reference
power
standard

Dead weight
calibration

Impact
hammer test

Target at
known
distance

Blackbody
reference

Dead weight

Rev1.0, May2026

Interv
al

Per
use /
30
days

Per
use /
30
days

Seaso
nal

Annua

Annua

Annua

Annua

Annua

Annua

Annua

Lifetim
e

30 days
max

1-2
years

5-10
years

10-15
years

15+
years

years

10+
years

5-10
years

5-10
years

5-10
years

Fouling Mode
Skin oil +
sweat

Motion artifact

Dust on optics

Electrode
scaling

None
(enclosed)

Adhesive
creep

Minimal

Dust on face

Lens
contamination

Overload
damage

Regulatory
Body

CDSCO

CDSCO

WDRA / FCI

Legal
Metrology

BIS + Legal
Metrology

NABL

ISO 10816

None

mandatory

NABL

NABL + Legal
Metrology
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C-11: PCB Stack-up — Why 4 Layers Is the Minimum for
Any Wireless loT Design

The 2-Layer Failure

2-LAYER PCB — WHY IT FAILS FOR RF:

Layer 1 (Top): Components + Signal traces + RF traces
Layer 2 (Bottom): More signals + Power + Ground (shared)

PROBLEMS :
No continuous ground reference under RF traces
Return currents take long paths — radiation loops
Power and signal on same layer — coupling everywhere
Ground splits under components — EMC nightmare

Every trace above 30 MHz is an unintended antenna

RESULT: Fails EMC. Always. No exceptions for wireless designs.

The 4-Layer Solution

4-LAYER PCB — THE MINIMUM FOR RF IoT:

Layer 1 (Top): Signal + Components + RF front end
~ 0.2mm core -

Layer 2: SOLID GROUND PLANE — unbroken
~ 1.0mm core -

Layer 3: POWER PLANE — poured, filtered
~ 0.2mm core -

Layer 4 (Bottom): Signal — low frequency, non-critical

WHY THIS WORKS:
Ground plane provides uninterrupted return path
Every Layer 1 signal has return directly below — no loops
RF traces over ground — controlled impedance
Power plane isolated from RF layer by ground
Can pass EMC testing — 2-layer generally cannot

4-Layer Stack-up Specifications

Parameter Value | Why

Core 1 thickness (L1-L2) 0.1-0.2 mm Tight coupling between signal and return — reduces loop
area

Core 2 thickness (L2-L3) 1.0-1.2 mm Separation between ground and power planes

Core 3 thickness (L3-L4) 0.1-0.2 mm Same as Core 1 for symmetry

Total board thickness 1.6 mm standard Fits standard connectors — mechanical standard

L1-L2 impedance (50Q) Trace width Saturn PCB Toolkit — based on dielectric constant of

calculated prepreg
Ground plane coverage > 95% of L2 area No gaps — only where absolutely necessary
Power plane copper 1 0z (35um) minimum  Current carrying capacity

27
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Parameter Value | Why

RF trace layer L1 only Never route RF on L4 — no ground plane reference

The Ground Plane Rules

‘ The ground plane is the most important layer in the PCB. Every other layer exists to serve the ground

plane.
Rule Why What Breaks This Rule
Ground plane must Return current takes path of least Routing signal traces on L2 — splits the ground
be solid impedance — must be directly plane
below signal
No gaps under RF Gap forces return current to Cutting ground plane for routing convenience
traces detour — creates radiation loop
No gaps under Crystal return current must have Placing crystal over ground gap
crystals direct path
Ground stitching vias ~ Connect all ground pours — Forgetting stitching vias around RF section
prevent ground bounce
Single ground Multiple ground connections Star ground topology — correct for audio, wrong for
reference create ground loops RF

4-Layer PCB Design Checklist

(]

OO Ooo0o0OooOooooOonOoaoOon

Stack-up defined — 4-layer with core thicknesses specified to manufacturer

Layer 2 is solid ground — no routing except unavoidable ground splits with bridges
RF traces on Layer 1 only — 50Q impedance calculated and confirmed

Antenna keepout zone on Layer 1 AND Layer 2 — no copper under antenna
Crystal placed within 5mm of MCU — guard ring — no traces crossing underneath
Decoupling capacitors on every VDD pin — 100nF within 0.5mm + 10uF bulk
Ground stitching vias — ring around RF section every A/20 at operating frequency
Differential pair length-matched — USB, Ethernet, MIPI

Power plane decoupled at board entry — LC filter on each power domain

Test points on every power rail and critical signal

Fiducial marks — minimum 3 — for pick-and-place assembly

Silkscreen — every component reference designator visible after assembly

Board outline — clean, no missing lines

DRC (Design Rule Check) — zero errors before sending to manufacturer

Home | Seekers Signpost Rev1.0, May2026
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C-12: The 10 EMC Rules Most Violated in College
Projects

RULE 1: SOLID GROUND PLANE — NEVER BREAKIIT

Violation Fix

Routing signals on Layer 2 — splits ground Route signals on L1 and L4 only. L2 = ground only
Ground gaps under RF traces Reroute — never cut ground under RF traces
Ground gaps under crystal Move crystal — ensure solid ground below it

RULE 2: DECOUPLING CAPACITORS — PLACEMENT IS EVERYTHING

Violation Fix

Decoupling cap 5mm from IC pin Move to within 0.5mm — place before routing signal

Only 100nF — no bulk cap 100nF ceramic (HF) + 10uF electrolytic (LF) at every
VDD

Wrong capacitor value Check IC datasheet recommended value — do not
guess

RULE 3: RF TRACE IMPEDANCE — CALCULATE, DO NOT GUESS

Violation Fix

Random trace width for RF Calculate 50Q using Saturn PCB Toolkit — verify with
manufacturer

RF trace changes width at via No vias in RF traces if avoidable — if unavoidable,
recalculate

RF trace runs over power plane Route RF over ground plane only

RULE 4: ANTENNA KEEPOUT — NO COPPER UNDER ANTENNA

Violation Fix

Ground copper under chip antenna No copper — any layer — under antenna radiating
element

Signal traces crossing under antenna Reroute — below antenna is a dead zone

Via stitching under antenna No vias under antenna — they detune it

RULE 5: CRYSTAL PLACEMENT — CLOSE, GUARDED, CLEAN

Violation Fix
Crystal far from MCU — long traces Within 5mm — shorter traces = less radiation
No guard ring around crystal Add ground guard ring — reduces coupling

29
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Violation Fix

Signal traces crossing crystal area Route around — never through crystal zone

RULE 6: POWER SUPPLY FILTERING — EVERY DOMAIN BOUNDARY

Violation Fix

No ferrite bead between digital and RF supply Ferrite bead + bulk cap at RF supply entry

Switching regulator noise reaches RF LC filter — inductor + capacitor — between DCDC and
load

No bulk capacitor at board entry 100uF electrolytic + 10uF ceramic at power connector

RULE 7: GROUND VIA STITCHING — RING AROUND RF

Violation Fix

No stitching vias around RF section Ring of ground vias — spacing < A/20 at operating
frequency

Ground islands not connected Via from every ground pour to ground plane — every
5mm

RULE 8: RETURN CURRENT PATH — MUST BE DIRECT

Violation Fix
Signal trace long return path Every signal has return directly below on ground plane
High-speed signal crosses ground gap Reroute signal OR add ground bridge at gap

RULE 9: ESD PROTECTION — ON EVERY EXTERNAL CONNECTOR

Violation Fix
No TVS diode on connector pins PRTR5V0U2X or equivalent on every external 10
No ESD on antenna line GDT (Gas Discharge Tube) on antenna feed — for

outdoor antenna

TVS placed too far from connector TVS must be at connector — before any PCB trace

RULE 10: TEST POINTS — ON EVERY POWER RAIL AND CRITICAL SIGNAL

Violation Fix

No test points — impossible to debug 1.2mm test pad on every power rail + critical signal
Test points covered by component Place on clear area — accessible with probe

No test point for antenna feed Test point at antenna connector for VNA measurement
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C-13: EMC-Aware PCB Design Tools — Free to
Professional

Tool Purpose Cost | Platform Link
KiCad EDA Full PCB design — Free open Win/Mac/Linux kicad.org
schematic + layout + source
DRC
KiCad Learning  Official tutorials + Free Browser learn.kicad.org
community
Saturn PCB Impedance, via current, Free Windows saturnpcb.com
Toolkit trace width calculator
Altium Designer  Industry standard EDA  Paid Windows altium.com/education
— professional (student
license
free)
EasyEDA / Browser-based — Free Browser easyeda.com
LCEDA beginner, JLCPCB
integrated
Ansys Slwave Full EMC simulation —  University Windows ansys.com
signal + power integrity  license
Ansys HFSS Full wave EM University Windows ansys.com
simulation — antenna license
+ RF
Sigrok / Logic analyser + Free open Win/Mac/Linux  sigrok.org
PulseView protocol decoder source
LTspice Circuit simulation — Free Win/Mac analog.com/ltspice
power supply + filter
QUCS-S Open source circuit Free Win/Mac/Linux ra3xdh.github.io/qucs-s-help
simulator
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The Student PCB Design Workflow

STEP 1: SCHEMATIC CAPTURE (KiCad Schematic Editor)
Place all components from KiCad library
Add decoupling capacitors at every VDD pin
Add TVS diodes at all external connectors
Run ERC (Electrical Rules Check) — zero errors
Generate netlist

STEP 2: PCB LAYOUT (KiCad PCB Editor)

— Define board outline

— Set layer stack-up — 4 layers with specified thicknesses
— Place components — critical first: MCU, crystal, RF, power
—— Route RF traces first — 50Q calculated width

— Pour ground on L2 — solid, unbroken

— Pour power on L3

— Route signals L1 and L4

—— Add ground stitching vias around RF section

—— Add antenna keepout zone

— Add test points on all power rails

—— Add fiducial marks

— Run DRC (Design Rule Check) — zero errors

STEP 3: REVIEW (Saturn PCB Toolkit)

— Verify 50Q trace width for your stack-up

— Verify via current capacity

— Check trace width for current on power traces

STEP 4: MANUFACTURING FILES

— Generate Gerbers — all layers

— Generate BOM with manufacturer part numbers

— Generate pick-and-place centroid file

-— Send to JLCPCB or PCBWay with stack-up specification
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C-14: SOM-Based Design — The Carrier Board Is Where
Your Engineering Begins

The SOM handles:

Common SOMs for India loT — With Carrier Board Guides

SOM Processor
Raspberry Pi Cortex-A76,
CM4 1.8 GHz
STM32MP157  Cortex-A7 +
SOM M4
STM32MP257  Cortex-A35
SOM + M33 +
NPU
Variscite NXP
DART-MX8M i.MX8M Plus
Toradex NXP
Verdin i.MX8M
Plus/Nano
Jetson Orin NVIDIA
NX SOM CUDA +
CPU

Home | Seekers Signpost

YOUR carrier board handles:
All IO interfaces — USB, Ethernet, CAN, UART, SPI, 12C
Power input — protection, regulation, sequencing
Connectors, antenna, display, camera, storage
EMC filtering at every interface boundary

The SOM is NOT the product.
The carrier board you design around it IS the product.
And that carrier board must pass EMC independently.

Key Feature

Most
documented,
huge
community

Linux + real-
time, ST
ecosystem

Next gen Al
gateway

Industrial, NXP
elQ NPU

Ecosystem —
ready-made
carrier

100 TOPS
edge Al

System on Module (SOM) = CPU + RAM + Flash + Power management
all on a small verified module that plugs into your carrier board.

High-speed DDR routing — extremely hard to get right
Core processor power sequencing — complex multi-rail
High-density BGA fanout — requires expert PCB design

Carrier Board Guide

CM4 Datasheet + Design Guide —
datasheets.raspberrypi.com

AN5031 — ST carrier board guide —
st.com/resource/en/application_note/an5031.pdf

ST MP2 design guide — st.com

Variscite carrier guide — variscite.com/carrier-
board-design

Toradex design guide — developer.toradex.com

Jetson design guide —
developer.nvidia.com/embedded/downloads

Rev1.0, May2026

India
Source

Robu.in,
Evelta

Mouser
India

ST India

Arrow
India

Mouser
India

Arrow
India
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C-15: SOM Carrier Board Design Checklist — Before
You Send to Manufacture

Power Design

O

(|
(|
(|
(|
(|

Input protection — reverse polarity (P-MOSFET or Schottky), overvoltage (TVS + fuse)
Bulk capacitance at input — = 470uF electrolytic + 10uF ceramic

LDO or DCDC for each power domain — never share noisy digital supply with RF
Power sequencing exactly per SOM datasheet — wrong sequence = no boot or damage
Load switch for power-down of peripherals — meet system sleep current target

All power domain voltages verified by simulation before PCB manufacture

High-Speed Signal Integrity

(]
(]
(]
(]
(]

USB differential pairs — length-matched within 5 mil — 90Q differential impedance
Ethernet magnetics — HR911105A or equivalent integrated transformer

MIPI CSI camera — 100Q differential — length-matched — no vias if avoidable
SDIO/eMMC — length-matched — series termination resistors at source

PCle — 100Q differential — length-matched — AC coupling capacitors

Connector Selection

(]
(|
(|

Mezzanine to SOM — manufacturer specified only (Hirose, Samtec, Molex)
External connectors — IPG7 rated for field deployment (M8/M12 or JST-GH)
Debug connectors — Tag-Connect or 2.54mm header with cap — never omit

RF & Antenna

(|
(|
(|
(|

EMC

O oOo0oao

Antenna connector — U.FL or SMA — placed at board edge
RF trace from SOM to connector — 50Q microstrip — no vias
Antenna keepout zone — no copper any layer under antenna
VSWR verified with NanoVNA before first production run

Ground stitching vias — ring around board perimeter

Ferrite beads on USB VBUS, Ethernet, other noisy 10

TVS on every external connector pin

Chassis ground connection — separate from signal ground — connected at one point

Home | Seekers Signpost Rev1.0, May2026
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Mechanical

O Mounting holes — correct size for M2.5 or M3 standoffs

O Component height clearance — check 3D model for enclosure fit

O Thermal management — heatsink mounting holes for high-power components
0 Board edge clearance — 0.5mm minimum from board edge to copper

Home | Seekers Signpost Rev1.0, May2026
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C-16: SOM Vendors in India & Design Document Links

Vendor SOM Family | India Key Design Link
Contact Documents
Raspberry Pi CM4, CM5 Robu.in, CM4 Datasheet + raspberrypi.com/products/compute-
Evelta Design Guide module-4
STMicroelectronics STM32MP1, Mouser ANS5031 Getting st.com/stm32mp1
MP2 India, ST Started Guide
India
Variscite DART-MX8, Arrow India Variscite Design variscite.com
VAR-SOM Guide
Toradex Verdin, Toradex Toradex Developer  developer.toradex.com
Apalis, Colibri  India — Docs
Bengaluru
NVIDIA Jetson Orin Arrow India, Jetson Product developer.nvidia.com/embedded
NX, AGX Mouser Design Guide
NXP / Boundary i.MX8M Plus Arrow India i.MX8M Plus HW boundarydevices.com
Devices SOMs Dev Guide
Advantech ROM series Advantech Advantech SOM advantech.com/en/india
— industrial India — design guide
Mumbai
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C-17: Enclosure Engineering — IP Ratings, Thermal, UV
Stability

The IP Rating System — IEC 60529

IP Solid Protection Liquid Protection Use Case in India

Rating

1P20 Fingers Not protected Indoor use only

IP54 Dust — limited Splash from any direction Indoor factory, vehicle cabin

IP65 Dust tight Water jets from any Outdoor — sheltered
direction

IP66 Dust tight Powerful water jets Outdoor — rain + cleaning

IP67 Dust tight Immersion 1m for 30 min Field deployment — monsoon

1P68 Dust tight Immersion > 1m — Underground, submersible
specified depth

IP69K Dust tight High pressure, high temp Food processing, industrial wash
wash

India Field Conditions — What Your Enclosure Must Survive

Condition Specification Design Implication
Summer ambient 42-48°C in field Component derating — check max operating temp of every
IC

Solar loading PCB can reach 70-80°C Thermal analysis — heatsink or thermal vias mandatory
inside enclosure in sun

Monsoon rain 200mm/hour peak rainfall IP66 minimum outdoor — IP67 for flood-prone areas

Dust PM10 > 500 pg/m?in IP6X (dust tight) mandatory for outdoor
construction zones

UV exposure India UV index 10-12 in UV-stable enclosure material — not standard ABS
summer

Humidity 95% RH in monsoon Conformal coating on PCB — silicone or acrylic

Voltage variation 140-270V AC mains Power supply rated for full range — not 220V only

Lightning India high lightning density Surge protection + GDT on antenna — mandatory outdoor
— 10+ events/km?/year

Vibration — road Indian roads — IEC 60068-  Connector locking, potting for vibration-sensitive designs
2-64

Biological Insects, rodents, fungal IP67 seal integrity + anti-fungal conformal coating

growth in tropical humidity

Enclosure Material Selection

37
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Material UV Stability Temperature

Range

ABS — standard Poor — yellows in  -20°C to +60°C

1 year outdoor

ABS + UV stabiliser Good — 5 year
outdoor

-20°C to +65°C

Polycarbonate (PC) Excellent — 10+ -40°C to +120°C

year outdoor

Glass-filled nylon Good -40°C to +100°C
(PA66-GF)

Stainless steel Excellent -196°C to +800°C
SS304/316L

HDPE Good -100°C to +80°C

Polypropylene (PP)  Poor without UV -20°C to +80°C

additive

Thermal Design Checklist

IP

Achievable

Up to IP67
Up to IP67
Up to IP68
Up to IP67
IP68

achievable

IP68
achievable

Up to IP67

Notes

Indoor use only without UV
additives

Specify UV-stabilised grade
Best for outdoor loT — SABIC
Lexan

Strong, dimensionally stable
Marine, chemical, food
applications

Submersible, chemical resistant

Not outdoor without UV grade

O Identify all heat-generating components — DCDC converter, MCU, RF PA, motor driver

Ooo0ooooand

Home | Seekers Signpost

Rev1.0, May2026

Calculate power dissipation for each — from datasheet efficiency + input power
Calculate temperature rise — P(W) x 8ja (°C/W) from datasheet = AT above ambient
Add ambient temperature — 45°C India summer + solar loading inside enclosure
Check: junction temperature < max rated (typically 125°C) at worst case

If junction temperature too high: add heatsink, thermal vias, copper pour

Use FLIR ONE thermal camera to verify after first prototype — catch surprises
Conformal coat PCB — silicone or acrylic — moisture + fungus protection
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C-18: ESD Protection — Every External Connector Is an
ESD Entry Point

India's humid climate increases human body ESD discharge:
Dry winter: 15-30% RH — ESD voltage up to 35 kV
Monsoon: 80-95% RH — ESD voltage 1-5 kV
Both can damage unprotected ICs

IEC 61000-4-2 ESD immunity test:
Contact discharge: £4 kV (Level 2), £8 kV (Level 4)
Air discharge: £8 kV (Level 3), £15 kV (Level 4)
Products must survive Level 2 minimum — Level 4 for industrial

ESD Protection Components

Component Type Use Case Example Part Protection Level

TVS diode — Silicon transient DC power lines SMBJ5.0A +600W transient

unidirectional suppressor

TVS diode — Silicon transient Data lines — AC PRTR5V0OU2X +200W, 2-line

bidirectional suppressor coupled

TVS array Multi-channel TVS USB, Ethernet, ESDA8P60- 8-channel, IEC Level 4
HDMI 1U2M

Gas Discharge Gas-filled spark Antenna line, B3D030L 3kV spark-over, 20kA

Tube (GDT) gap outdoor connectors

Zener diode Voltage clamp Power supply BZX84C5V1 Continuous — not for
voltage clamping transient

Polymer ESD Conductive High-speed data — SP0503BAHTG USB, high-speed

polymer low capacitance
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ESD Protection Placement — Correct vs Incorrect

CORRECT ESD PLACEMENT:

External [ESD protection] PCB trace IC
connector HERE pin
1
TVS must be at the connector
BEFORE any PCB trace
BEFORE any other component
Shortest path: connector pin - TVS - ground
INCORRECT:
External PCB trace IC [TVS] —— GND
connector pin HERE
1
Too late —

ESD already reached IC

ESD Protection Checklist

TVS on every external connector pin — I/O pins

(]

TVS on power input — protect against reverse polarity + overvoltage
GDT on outdoor antenna feed — lightning indirect effect

TVS at connector — not at IC — before any PCB trace

TVS ground connection — short, direct, to ground plane

TVS capacitance < pin capacitance budget for high-speed signals
ESD rating meets IEC 61000-4-2 Level 4 for industrial products

OoOoo0oo0ooaod
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C-19: Pre-Compliance Testing — What Your College Lab
Can Do With ¥50,000

It is preparation for it.

Formal EMC test lab costs ¥2—-38 lakh per test run.
A product that fails costs the full fee plus redesign plus retest.
Pre-compliance testing catches 80% of issues for ¥50,000.

Pre-compliance is not a substitute for formal testing.

Arrive at the test lab with pre-compliance done —
you pass first time, or know exactly what to fix.

The ¥50,000 Pre-Compliance Lab

Equipment
NanoVNA V2

Near-field probe set
Nordic PPK2 Power Profiler
Rigol DS1054Z oscilloscope

FLIR ONE Pro thermal
camera

ESD gun (piezo)
Total

Cost | What It Catches

%2,000—4,000 Antenna VSWR, impedance mismatch, wrong resonant
frequency

2,500—4,000 EMI hotspots on PCB — radiating components, traces, vias

¥3,500—4,500 Sleep current, burst current, power budget verification

%25,000—- Power supply ripple, signal integrity, conducted emissions rough
30,000 check

%15,000—- Thermal hotspots, failing components, thermal runaway risk
18,000

¥500-1,000 Basic ESD immunity — survives human touch?

~%50,000

Pre-Compliance Test Procedures

TEST 1 — ANTENNA VSWR (NanoVNA)

Setup:

1. Calibrate NanoVNA with SMA calibration kit — OSL calibration
2. Connect to antenna port of DUT via SMA cable
3. Sweep frequency around operating frequency + 20%

Pass criteria:

- VSWR < 2:1 at operating frequency (return loss > 9.5 dB)
- VSWR < 1.5:1 preferred (return loss > 14 dB)

If fail:

- Antenna keepout zone violated — check for copper under antenna
- Wrong matching network values — recalculate from datasheet
- Board edge too close to antenna — increase clearance

Home | Seekers Signpost
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TEST 2 — NEAR-FIELD EMI SCAN

Setup:

1. Connect near-field probe to NanoVNA port 1

2. Power DUT from battery — not USB

3. Scan probe over PCB surface in grid pattern

4. Note frequency and location of strongest emissions

Hotspot identification:

- MCU clock frequency and harmonics — check bypass capacitors
- Switching regulator frequency — add output filter

- RF trace — check 50Q impedance and ground plane

- Crystal — check guard ring and return path

Action: Every hotspot found pre-compliance = one EMC failure avoided

TEST 3 — POWER PROFILING (Nordic PPK2)

Setup:

1. Connect PPK2 in series with DUT power supply

2. Run through all operating modes: active, idle, sleep, deep sleep
3. Capture current vs time for each mode

Measure:

- Sleep current: should match datasheet — deviations indicate wrong low-power mode
- Wake-up current: spike amplitude and duration

- Average current: used for battery life calculation

- Active current: consistent with expected CPU + radio load

Battery life = battery capacity (mAh) + average current (mA)

TEST 4 — THERMAL IMAGING (FLIR ONE)

Setup:

1. Power DUT at maximum load for 10 minutes

2. Capture thermal image of top and bottom of PCB
3. Identify any component above rated temperature

Temperature limits:

- ICs: junction temperature < 125°C (check datasheet)

- PCB traces: < 105°C (FR4 Tg limit)

- Electrolytic capacitors: < 85°C (reduces lifetime by 50% above this)
- Power connections: < 60°C (solder joint reliability)

If fail: Add heatsink, thermal vias, copper pours, or reduce duty cycle
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C-20: Accredited EMC Test Labs in India

Government Labs — Lower Cost, Slower Turnaround

Lab | Location Tests Offered Cost Range Contact
ERTL (South) Chennai BIS, EMC, safety, ¥50,000-%3,00,000 ertlindia.gov.in
telecom
ERTL (West) Mumbai BIS, EMC, safety ¥50,000-%3,00,000 Same portal
ERTL (North) Delhi BIS, EMC, safety %¥50,000-%3,00,000 Same portal
ERTL (East) Kolkata BIS, EMC, safety %¥50,000-%3,00,000 Same portal
ERTL (South- Bengaluru BIS, EMC, safety %¥50,000-%3,00,000 Same portal
West)
SAMEER Mumbai, EMC, antenna, RF %¥30,000-%2,00,000 sameer.gov.in
Chennai,
Kolkata

Private Labs — Higher Cost, Faster Turnaround

| Locations | Specialisation Cost Range
Intertek India Mumbai, CE, FCC, BIS, safety  %3,00,000— intertek.com/india
Bengaluru %15,00,000
TUV SUD India  Bengaluru, CE, BIS, automotive, %2,00,000- tuvsud.com/en-in
Mumbai medical %10,00,000
Bureau Veritas  Pan India CE, BIS, food, %2,00,000—- bureauveritas.co.in
industrial Z8,00,000
SGS India Mumbai, Chennai CE, FCC, BIS, %2,00,000- sgs.com/en-in
telecom %8,00,000
UL India Bengaluru UL, CE, BIS, medical %3,00,000— ul.com/en/india
%12,00,000
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C-21: The Faculty Project Approval Checklist

Hardware Questions

a

I I I I I I O I O

Is this a breadboard or a PCB? If breadboard — is there a PCB plan with timeline?

How many PCB layers? Is there a solid ground plane? (Wireless = 4-layer minimum)
What is the power budget? How long will the battery last — calculated, not guessed?

Where is the antenna? Is there a keepout zone? Has VSWR been measured?
What ESD protection is on external connectors?

What is the operating temperature range? Has thermal analysis been done?
What enclosure? What IP rating? Has it been rain/dust tested?

What certifications are needed? What is the estimated cost and timeline?

Are all components from authorised distributors — not IndiaMART?

Sensor Questions

O

OoOoo0oo0ooaod

What is the sensing material? Does it react with the deployment medium?
Is the excitation AC or DC? If electrochemical — AC is mandatory

What is the calibration method? What reference standard?

Is there a NABL calibration certificate?

What is the sensor lifetime? Is it tracked in firmware?

Does the dashboard show sensor health — not just sensor data?

Who has the authority to declare this reading is genuine?

Software Questions

|

Is the firmware using RTOS or bare-metal? Is the choice justified?

0 What is the sleep current? Has it been measured with a power profiler?

O 0000

Is the ML model running on edge or cloud? Why?

How is the device secured? Is there an OTA update mechanism?

Which government API is integrated? Has it been tested with real credentials?
What happens when connectivity fails? Is there local storage + retry logic?

Is data collection DPDP Act 2023 compliant?

Product Questions

(]
(|
(]
(|
(]

Can this be manufactured at 1,000 units? What is the unit cost?
Is the BOM available from authorised distributors only?

Is there a test procedure for factory testing each unit?

Would this product be usable by someone who did not build it?
Has a certification plan been documented?
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The Five Questions That Separate Engineering from Demo
Ask these five at every project review:

(1) 'Show me your power budget calculation.
How long will the battery last — calculated, not guessed?'

(2) 'Show me your link budget.
What is your actual expected range — not from the datasheet, yours?'

(3) 'Where is your antenna? Show me the keepout zone on your PCB layout.
What is your ground plane situation under the antenna?'

(4) 'What certifications does this product need to be legally sold?
What is the estimated cost and how long will it take?'

(5 'If | drop this device in a field in Tamil Nadu in June —
dust, humidity, 42°C, power fluctuations —
what fails first and how have you protected against it?'

A student who can answer these five questions has done real engineering.
A student who cannot has done a demo.
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Cross-References

Hardware taxonomy — which MCU, MPU, NPU for
each solution domain

Antenna VSWR, link budget, NanoVNA guide, India
LoRa band requirements

BIS, WPC ETA, TEC, CDSCO, Legal Metrology
certification guide

India PCB fabrication vendors, government R&D
labs, semiconductor mission

ECE-CSE co-creation framework — joint
PCB+firmware project model

Edge Impulse step-by-step, KiCad tutorials, Saturn
PCB Toolkit guide

All 52 solutions with sensor integrity notes per
domain

Appendix B: Hardware Stack Reference

Appendix D: Antenna Engineering

Appendix E: Certification & Compliance

Appendix F: India Hardware Ecosystem

Appendix G: Co-Creation Framework

Appendix H: Learning Ecosystem

Appendix A1 to A5: Solutions Matrix
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