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Faculty Mission: Enable 49 ML & AI 
Solutions 

That 1.4 Billion People Are Waiting For 

Where Intelligent Software Meets Designed-and-Built-in-India Hardware 

Appendix A3: Smart Cities & Energy Solutions 

SC-1 to SC-6 (Smart Cities) · EN-1 to EN-5 (Energy & Utilities) · 11 Solutions 

Combined Annual Impact: ₹2,44,000 Crore · 4,000+ ULBs · 300M+ Smart Meter Connections · 600+ Coal 
Mines 

For: ECE & CSE Faculty · Urban Infra Teams · Energy & DISCOM Projects · Year 3–4 Students 
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Safety Warning — Energy IoT is Safety-Critical 
Engineering 

ENERGY IoT OPERATES NEAR LIVE CONDUCTORS. 

Any mistake is not a product failure. It is a fatality. 

 

IEC 61010-1 CAT III 600V: mandatory for any instrument near industrial supply conductors. 

IEC 60664-1: creepage and clearance distances in PCB design near mains voltage. 

IEC 62052-11: electricity metering equipment safety — mandatory for EN-1. 

IEC 61851-1: EV conductive charging safety — mandatory for EN-4. 

ATEX Zone 1 / IECEx: mandatory for any device in coal mine methane atmosphere (EN-5). 

 

An uncertified gas sensor in a coal mine (EN-5) is a criminal liability. 

A smart meter (EN-1) without BIS IS 16444 type approval cannot legally be used for billing. 

An EV charger (EN-4) without Legal Metrology type approval cannot legally bill a customer. 

 

Students building EN-1, EN-3, EN-4: work near live conductors requires a qualified electrical engineer. 

Students building EN-5: NEVER test gas sensor hardware in actual mine without ATEX certification. 

Use laboratory test rigs, not live installations, for all Year 1–3 energy IoT development. 
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How to Use This Document 

This is Appendix A3 — the detailed specification reference for Smart Cities and Energy solutions. Smart Cities 
(SC-1 to SC-6) and Energy (EN-1 to EN-5) are combined because they share the same physical infrastructure 
— city streets, utility poles, underground pipes, and grid connections. The engineering challenges overlap 
significantly: underground antenna design, monsoon-proof enclosures, Indian voltage tolerance, and 
metrological accuracy. 

 

Smart city IoT is different from rural IoT in four critical ways: 

 

1. Underground deployment — sensors in pipes, drains, manholes. IP68 mandatory. 

   NB-IoT penetration through soil and concrete — antenna design critical. 

 

2. Dense device networks — thousands of nodes per square kilometre. 

   RF interference, channel congestion, network management complexity. 

 

3. Municipal system integration — every city has different ERP, different legacy 

   infrastructure, different political will. No two cities are the same integration problem. 

 

4. Monsoon + Indian power conditions — flooding, lightning, voltage spikes. 

   Every smart city device must survive all four every year. 

 

A smart city device that fails in the first monsoon is not a smart city device. It is a pilot project. 

 

Energy IoT operates at the intersection of four disciplines: 

 

1. High voltage safety — sensors near live conductors. Isolation mandatory. 

   Creepage and clearance distances — IEC 60664 compliance. 

 

2. Metrological accuracy — energy meters are legal instruments. Revenue grade. 

   BIS IS 16444 + Legal Metrology Act mandatory. ±1% accuracy minimum for billing. 

 

3. Tamper resistance — smart meters attract tampering. Theft is the problem being solved. 

   Hardware must detect, record and report tampering cryptographically. 

 

4. Grid-tied reliability — utility infrastructure runs 24×7×365. 

   Mean Time Between Failures > 10 years expected. No planned downtime accepted. 
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Domain Overview — Smart Cities & Energy 

Domain Solutions Annual Impact Primary Hardware 
Challenge 

Primary Software 
Challenge 

Smart Cities 6 (SC-1 to SC-
6) 

₹99,000 Cr IP68 underground, 
monsoon-proof, India-
voltage tolerant, dense RF 
networks 

Municipal ERP 
integration, GIS-based 
digital twins, city-specific 
API variability 

Energy & 
Utilities 

5 (EN-1 to EN-
5) 

₹1,45,000 Cr BIS IS 16444 metering, IEC 
61010 safety, ATEX for 
mines, Legal Metrology 

RDSS MDMS, OCPP 
2.0.1, BEE PAT, DGMS 
compliance, tamper 
detection ML 

 

The smart cities and energy domains together represent India's most immediate large-scale deployment 
opportunity. The RDSS (Revamped Distribution Sector Scheme) alone targets 300 million smart meters — the 
largest IoT deployment in human history. The AMRUT 2.0 scheme funds smart city water and waste 
infrastructure across 4,700 urban local bodies. The engineering talent to build, deploy and maintain these 
systems does not yet exist at the required scale. That is the gap. 
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Appendix A-5 — Smart Cities: 6 Solutions 

Smart Cities — 6 Solutions | Cities That Cannot Measure Cannot Improve 

 

SC-1  Intelligent Water Distribution & Leak Detection 

Smart Cities · Year 3–4 · BIS IS 13469 + Legal Metrology 

 

Dimension Detail 

Scale 4,000+ ULBs; 40–60% treated water lost to leakage; India spends ₹90,000 
cr/year treating and pumping water that never reaches anyone 

Impact Save ₹18,000 cr/year in treatment + pumping; reduce NRW from 40% to 
15%; improve water availability in water-scarce cities 

Hardware needed Electromagnetic flow meter — no moving parts, IP68, DN50–DN600 pipe 
sizes; pressure sensor — ±0.1% accuracy, stainless wetted parts; acoustic 
leak correlator — two sensors on pipe, cross-correlation for leak location; 
NB-IoT node — IP68, underground rated; pressure transient logger — 
detects pipe burst events; all: India-voltage tolerant, surge protected 

Software needed Pipe network digital twin — GIS-based, integrates with ULB pipe records; 
ML anomaly detection — pressure pattern, flow imbalance; district metered 
area (DMA) water balance calculation; citizen grievance portal integration; 
ULB ERP integration — varies by city; AMRUT 2.0 scheme compliance 
reporting 

Why local Every Indian city's pipe network is different — decades old, poorly mapped, 
mixed materials. Only local teams do ground survey + sensor fusion + GIS 
integration. AMRUT 2.0 is India-specific. Municipal ERP systems vary city 
by city 

Sensor integrity note ⚠ Electromagnetic flow meter requires empty pipe detection — Indian water 

supply is intermittent, pipes run dry. Sensor must detect and flag dry-pipe 
condition rather than report zero flow as a valid reading. Calibration: 
volumetric calibration at installation using portable ultrasonic reference 
meter. Recalibration: annually or after any pipe repair near sensor 

Regulatory path BIS IS 13469 for water meters; Legal Metrology Act for billing-grade meters; 
CPHEEO manual compliance for water supply 

POC entry point ESP32 + YF-S201 flow sensor + pressure sensor + ThingSpeak — logical 
check only — not engineering grade 

Engineering target STM32H7 + electromagnetic flow meter + acoustic correlator + NB-IoT + 
IP68 + AMRUT API + ULB ERP integration 

 

SC-1: Key Government APIs & Links 

API / Platform URL What It Enables 

AMRUT 2.0 amrut.gov.in Urban water + sanitation scheme portal, compliance 
reporting, funding disbursement 
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API / Platform URL What It Enables 

Smart Cities Mission smartcities.gov.in SCM portal, city-level project integration, data sharing 
framework 

CPHEEO cpheeo.gov.in Central Public Health & Environmental Engineering 
Organisation — technical standards 

Legal Metrology legalmetrology.gov.in Water meter type approval, verification process, state 
metrology offices 

National Water 
Mission 

jalshakti.gov.in Water conservation targets, NRW reduction benchmarks, 
funding 

 

SC-1: Engineering Notes — Underground NB-IoT Antenna Design 

The most common SC-1 failure mode: NB-IoT node installed underground with no external antenna. 

 

Underground signal attenuation: 

  Soil (dry): 10–20 dB per metre at 700–850 MHz (NB-IoT Band 5/28) 

  Concrete + soil: 25–40 dB additional attenuation 

  Manhole cover (cast iron): additional 15–25 dB when closed 

  Total: buried node can lose 50–80 dB vs above-ground — well below NB-IoT sensitivity margin 

 

Correct design for underground nodes: 

  NB-IoT module inside IP68 enclosure underground 

  RF coaxial cable from module to external bulkhead SMA connector on manhole frame 

  External whip antenna above ground, IP67, UV stable 

  Cable length: < 1 metre, LMR-195 low-loss cable (0.8 dB/m at 850 MHz) 

 

Acoustic leak correlator physics: 

  Two accelerometers on pipe surface, separated by known distance d 

  Pipe leak generates acoustic noise: travels in both directions at speed v 

  Time delay between sensors: Δt = (d₁ - d₂) / v where d₁, d₂ = distance from leak to sensors 

  Cross-correlation of sensor signals gives Δt → solve for leak location 

  Calibration: pipe material and diameter determine propagation speed v (cast iron: ~1,200 m/s, PVC: 
~450 m/s) 

  Must be calibrated for specific pipe material in deployment — no universal value 
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SC-2  Hyperlocal Air Quality Monitoring Network 

Smart Cities · Year 3 · CPCB NAQI Compliance 

 

Dimension Detail 

Scale 48 of 100 most polluted cities globally are Indian; CPCB has only 800 
reference stations for 1.4B people; 1 station per 1.75M people — 
statistically meaningless 

Impact Dense networks (1 sensor per 2 km²) enable pollution source identification, 
health alerts, policy enforcement; reduce 1.67M premature deaths/year 
from air pollution 

Hardware needed PM2.5 + PM10 optical particle counter; NO₂ electrochemical cell; CO 

electrochemical cell; O₃ electrochemical cell; SO₂ sensor; ambient 
temperature + humidity + pressure; solar-powered node; monsoon-proof 
enclosure IP66; anti-condensation heater for sensor inlet; anti-bird mesh; 
India-voltage tolerant power supply 

Software needed Calibration ML — low-cost sensor correction against CPCB reference 
stations; hyperlocal AQI per CPCB NAQI standard; SAFAR data integration; 
Vayu Mitra portal API; source apportionment ML — identify pollution 
sources; health alert — citizen SMS, app; CPCB OCEMS integration for 
industrial zones 

Why local CPCB NAQI is India-specific — different breakpoints from US AQI. SAFAR, 
Vayu Mitra — India government platforms. India-specific pollution events — 
Diwali firecrackers, stubble burning, construction dust — require India-
trained models. Monsoon effect on sensor readings unique to Indian climate 

Sensor integrity note ⚠ Low-cost electrochemical gas sensors have significant cross-sensitivity 

— NO₂ sensor responds to O₃ and vice versa. Humidity correction 
mandatory — Indian monsoon humidity (>90% RH) severely affects 
readings. Calibration must be done against co-located CPCB reference 
grade instrument. Calibration model must be retrained seasonally — 
pollution composition changes with season 

Regulatory path CPCB ambient air quality standards; Environment Protection Act 1986; 
CPCB OCEMS for industrial zones 

POC entry point ESP32 + MQ135 + PMS5003 + ThingSpeak — logical check only — MQ 
series are not engineering grade 

Engineering target STM32U5 + calibrated electrochemical cells + OPC particle counter + NB-
IoT + solar + IP66 + calibration ML + SAFAR API 

 

SC-2: Key Government APIs & Links 

API / Platform URL What It Enables 

CPCB NAQI cpcb.nic.in India National AQI standard, reference station data for 
calibration, OCEMS protocol 

SAFAR safar.tropmet.res.in System of Air quality Forecasting And Research — 
forecast data, model integration 

Vayu Mitra app.cpcbccr.com/AQI_India CPCB real-time AQI portal — calibration reference, co-
location data 
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API / Platform URL What It Enables 

OpenAQ India openaq.org Open air quality data platform — historical data, global 
comparison 

IMD imd.gov.in Meteorological data for ML calibration — wind, humidity, 
temperature 

 

SC-2: Engineering Notes — Low-Cost Sensor Calibration Challenge 

Why MQ-series sensors (MQ135, MQ-7, MQ-4) are POC-only and not engineering grade: 

 

  MQ sensors use metal oxide (MOS) principle — resistance changes with gas concentration. 

  Cross-sensitivity: MQ135 responds to CO₂, NH₃, alcohol, benzene — not just 'air quality'. 

  Temperature dependence: 10°C change → 20–40% reading shift. Indian summer: 15°C to 45°C range. 

  Humidity dependence: >70% RH → reading shifts 30–50%. Indian monsoon: 85–98% RH. 

  Warm-up time: 24–48 hours for stable baseline. Interrupted power → restart drift cycle. 

 

Engineering-grade approach for SC-2: 

  NO₂: Alphasense NO2-B43F electrochemical cell — ±5 ppb accuracy after calibration 

  CO: Alphasense CO-B4 electrochemical cell — ±20 ppb 

  O₃: 2B Technologies Model 202 or electrochemical equivalent 

  PM2.5: Plantower PMS5003 or Honeywell HPMA115S0 optical particle counter 

  All require 3-electrode electrochemical cell amplification (ISB — Individual Sensor Board) 

 

Calibration ML approach (the India-specific innovation): 

  Co-locate low-cost sensor with CPCB reference station for 3 months 

  Collect paired readings: low-cost sensor + reference station 

  Train multivariate regression: sensor readings + temp + humidity → calibrated estimate 

  Retrain every season: winter stubble burning ≠ summer dust ≠ monsoon organics 

  This calibration ML is itself a publishable contribution and an open engineering gap 
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SC-3  Smart Solid Waste Management 

Smart Cities · Year 3 · SBM 2.0 Compliance 

 

Dimension Detail 

Scale 62M tonnes urban waste/year; 80% dumped untreated; ₹1,000 cr/year on 
inefficient collection; 20% of municipal budget on waste management 

Impact 40% fuel saving on collection routes; improve segregation from 15% to 
60%; reduce open dumping; SBM 2.0 compliance 

Hardware needed Ultrasonic fill-level sensor — IP66, vandal-proof dome housing; compaction 
sensor — detects overloading; odour sensor — H₂S, NH₃ for wet waste 
bins; GPS on collection vehicles; RFID on waste workers — attendance + 
route verification; weight sensor on vehicle — waste per route; tipping 
sensor — bin emptied confirmation 

Software needed Dynamic route optimisation ML — OR-Tools based, real-time traffic 
integrated; fill-level prediction ML — predict overflow before it happens; 
SBM 2.0 API; citizen grievance — Swachh app; ULB fleet management; 
segregation compliance monitoring; CPCB SWM Rules 2016 reporting 

Why local SBM 2.0 compliance, ULB-specific waste categories (wet/dry/hazardous), 
local contractor integration — India-specific. Indian waste composition — 
high organic fraction, high moisture — affects sensor selection and 
calibration 

Sensor integrity note ⚠ Ultrasonic fill-level sensor requires temperature compensation — Indian 

summer temperature variation (10°C to 45°C) changes speed of sound and 
fill-level reading by up to 12%. Temperature sensor for compensation is 
mandatory. Odour sensors (electrochemical) degrade in high-humidity 
monsoon — replacement schedule mandatory 

Regulatory path Solid Waste Management Rules 2016; SBM 2.0 guidelines; ULB-specific 
bylaws vary by state 

POC entry point ESP32 + HC-SR04 ultrasonic + GPS + ThingSpeak — logical check only 

Engineering target STM32U5 + temperature-compensated ultrasonic + odour sensors + GPS + 
NB-IoT + IP66 + SBM API + OR-Tools routing 

 

SC-3: Key Government APIs & Links 

API / Platform URL What It Enables 

SBM Urban 2.0 sbmurban.org Swachh Bharat Mission Urban — compliance 
reporting, ward-level data, scheme funding 

Swachh App swachhbharatmission.gov.in Citizen grievance platform — complaint registration, 
SWM officer dispatch 

CPCB SWM Rules cpcb.nic.in Solid Waste Management Rules 2016 — 
compliance standards, reporting format 

OR-Tools developers.google.com/optimization Google Operations Research Tools — vehicle 
routing optimisation library 

Google Maps 
Platform 

developers.google.com/maps Real-time traffic for route optimisation, distance 
matrix API 
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SC-3: Engineering Notes — Temperature Compensation for Ultrasonic 

Speed of sound in air: v = 331.3 × √(1 + T/273.15) m/s where T is temperature in Celsius. 

 

At 10°C: v = 337.5 m/s 

At 45°C: v = 358.1 m/s 

Difference: 6.1% — translates directly to 6.1% error in distance measurement. 

 

For a 1-metre bin: 6.1% error = 6.1 cm. Bin appears 6 cm more full at 45°C than at 10°C. 

Route optimisation algorithm triggered 6 cm early = 15–20% unnecessary trips. 

 

Correct implementation: read ambient temperature (DHT22 or SHT45), correct distance formula. 

STM32U5 firmware: measure temperature every 60 seconds, apply correction to every ultrasonic reading. 

NTC thermistor on PCB (for PCB temperature compensation of ultrasonic transducer): separate from 
ambient sensor. 

 

Odour sensor replacement schedule — Indian conditions: 

  H₂S electrochemical sensor: 2-year lifetime in normal conditions, 6–9 months in high-organic wet waste. 

  NH₃ electrochemical sensor: 2-year lifetime normal, 8–12 months near wet waste. 

  Firmware must track sensor age and alert maintenance team 30 days before replacement due. 
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SC-4  Intelligent Street Lighting 

Smart Cities · Year 2–3 · BIS IS 14697 + EESL UJALA 

 

Dimension Detail 

Scale 30M+ street lights in India; ₹6,000 cr annual electricity bill; 40% lights non-
functional at any given time; manual maintenance reporting 

Impact 50–70% energy saving through adaptive dimming; 30% maintenance cost 
reduction through fault detection; EESL UJALA scheme compliance 

Hardware needed Adaptive LED driver — DALI/0-10V dimming; daylight sensor — photopic 
response matched to human vision; motion + presence sensor — 
pedestrian + vehicle detection; energy meter — per-pole, BIS certified; NB-
IoT pole controller; surge protector — 10kA lightning protection; India-
voltage tolerant driver — 140–270VAC input range 

Software needed Centralised lighting management system (CLMS); fault detection ML — 
driver failure, lamp failure, communication failure; dimming schedule 
optimisation; EESL portal integration; municipality billing integration; carbon 
credit calculation for green bonds 

Why local EESL UJALA scheme, state electricity board APIs, local municipal pole 
infrastructure — India-specific. Indian voltage variation (140–270V AC) 
requires hardware beyond standard European 220V spec 

Sensor integrity note ⚠ Energy meter on each pole — must carry BIS IS 14697 certification + 

Legal Metrology type approval if used for billing. Photosensor requires 
calibration against CIE photopic luminosity function standard. Recalibration 
after any lens contamination — Indian dust levels accelerate degradation 

Regulatory path BIS IS 14697 for energy meters; EESL UJALA technical specifications; 
CPWD electrical specifications; ECBC 

POC entry point ESP32 + LDR + relay + energy monitor IC + Blynk — logical check only 

Engineering target STM32U5 + DALI driver + calibrated photosensor + BIS energy meter + 
NB-IoT + surge protection + EESL API 

 

SC-4: Key Government APIs & Links 

API / Platform URL What It Enables 

EESL UJALA eeslindia.org Energy Efficiency Services Ltd — LED streetlight 
scheme, performance contract data 

BEE Street Lighting beeindia.gov.in Bureau of Energy Efficiency — energy star ratings, 
efficiency standards 

DALI Alliance dali-alliance.org Digital Addressable Lighting Interface — open protocol 
standard documentation 

Smart Cities Street 
Lighting 

smartcities.gov.in SCM performance dashboard, city-wise energy savings 
data 

MNRE Solar mnre.gov.in Solar-powered streetlight scheme integration, subsidy 
data 
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SC-4: Engineering Notes — India Voltage Tolerance Design 

India supply voltage reality — what every street light controller must survive: 

 

  Nominal: 230V AC at 50 Hz 

  Standard tolerance: 230V ±6% = 216–244V (IS 12360) 

  Actual rural feeder range: 140–270V AC (measured by IIT-B power quality studies) 

  Transients: switching surges up to 4kV peak on rural feeders 

  Frequency variation: 49.0–51.0 Hz standard; ±3 Hz during grid stress 

 

LED driver design requirements for Indian voltage range: 

  Input voltage range: 85–277V AC (covers India + export to 240V and 120V markets) 

  Power factor correction (PFC): mandatory for > 25W load (IS 16102) 

  THD: < 20% harmonic distortion (IS 16102) 

  Surge immunity: IEC 61000-4-5 Level 3 (1kV/2kV) minimum 

  Isolation: SELV output (< 60V DC) from mains input 

 

10kA surge protection at pole — how to design: 

  Type 2 SPD (Surge Protective Device): connected at luminaire 

  MOV (Metal Oxide Varistor) rated for: 275V AC continuous, 10kA 8/20µs surge 

  Thermal fuse: in series with MOV — prevents fire if MOV degrades 

  Testing: IEC 61643-11 Type 2 surge test protocol 
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SC-5  Flood Early Warning & Drain Monitoring 

Smart Cities · Year 3–4 · NDMA + IMD Integration 

 

Dimension Detail 

Scale 4,000+ flood-prone urban areas; ₹1L cr+ annual urban flood damage; 
Chennai 2015: ₹20,000 cr; Mumbai: ₹5,000 cr+ annually 

Impact 24-hour early warning saves lives; ₹20,000+ cr damage prevention; NDMA 
compliance; real-time drain monitoring prevents road flooding 

Hardware needed Ultrasonic + pressure water level sensor — IP68, submersible; rain gauge 
— tipping bucket, 0.2mm resolution; soil moisture sensor — saturation 
detection; LoRa mesh — must work when cellular tower flooded; solar + 
battery backup 72 hours minimum; satellite modem backup — Iridium or 
VSAT; lightning protection mandatory 

Software needed Flood prediction ML — rainfall + drain level + soil saturation fusion; IMD 
weather data integration; NDMA alert system API; Doordarshan + All India 
Radio alert API; municipal drain network digital twin; citizen alert — 
WhatsApp, SMS, siren trigger; NDRF deployment optimisation 

Why local NDMA, IMD, state disaster management APIs — India-specific. Indian 
monsoon hydrology — intensity, duration, spatial distribution — requires 
India-trained models. Chennai basin, Mumbai watershed, Ahmedabad 
drainage — each unique 

Sensor integrity note ⚠ Flood sensor must be operational when most needed — during flooding. 

Sensor must survive submersion beyond rated water level. Pressure sensor 
requires temperature compensation. LoRa antenna must be above 
maximum flood level — antenna placement is safety-critical, not just 
performance 

Regulatory path NDMA guidelines; National Flood Risk Mitigation Project; state disaster 
management act compliance; IMD data sharing agreement 

POC entry point ESP32 + HC-SR04 + rain sensor + LoRa module + TTN — logical check 
only 

Engineering target STM32U5 + submersible pressure sensor + tipping bucket rain gauge + 
LoRa STM32WL + satellite backup + IP68 + NDMA API + IMD API 

 

SC-5: Key Government APIs & Links 

API / Platform URL What It Enables 

NDMA ndma.gov.in National Disaster Management Authority — alert 
protocols, CAP standard, NDRF deployment 

IMD imd.gov.in India Meteorological Department — rainfall forecast, 
weather data, API access 

NDRF ndrf.gov.in National Disaster Response Force — deployment 
coordination, rescue operations 

Doordarshan dd.gov.in Public broadcaster — emergency alert integration 

INCOIS incois.gov.in Indian National Centre for Ocean Information — coastal 
flood, tsunami warning 
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SC-5: Engineering Notes — The 72-Hour Battery Backup Requirement 

Why 72-hour battery backup is the minimum for flood warning systems: 

 

  Worst case scenario: flood damages the solar panel and cuts grid power. 

  The sensor must continue operating through the entire flood event. 

  Average Indian urban flood event duration: 24–72 hours. 

  Therefore: 72-hour battery backup is the minimum, not the target. 

 

Power budget for 72-hour operation: 

  STM32U5 (sleep): 2 µA | awake measurement: 3 mA × 5s/min = 0.25 mA avg 

  LoRa STM32WL (TX 10s/hr): 44 mA × 10s/3600s = 0.12 mA avg 

  Pressure sensor: 1.5 mA × 5s/min = 0.125 mA avg 

  Rain gauge reed switch: negligible 

  Total: ~0.5 mA average draw 

  72 hours × 0.5 mA = 36 mAh. LiPo 2000 mAh = 138× margin. Very achievable. 

 

Satellite backup — why it is essential for SC-5: 

  During major floods, cellular base stations flood or lose power. 

  Chennai 2015 flood: 60% cellular towers went offline within 6 hours. 

  Iridium SBD (Short Burst Data): 340-byte messages per transmission, global coverage. 

  Cost: ₹1,200–1,800/month for 50 messages — worth it when cellular is gone. 

  Firmware: primary path = LoRa+NB-IoT. Fallback = Iridium when primary unavailable. 
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SC-6  Smart Parking & Traffic Decongestion 

Smart Cities · Year 4 · VAHAN + FASTag Integration 

 

Dimension Detail 

Scale 53 cities with >1M population; 30% urban fuel wasted in traffic; ₹60,000 cr 
annual economic loss from congestion; parking search = 30% of city centre 
traffic 

Impact 25% reduction in city centre traffic through parking guidance; 15% fuel 
saving through signal optimisation; ₹15,000 cr annual economic benefit 

Hardware needed Ultrasonic parking sensor — IP67, vandal-proof; inductive loop detector — 
road surface embedded; ANPR camera — IP66, IR illuminated, India 
number plate format; edge AI processor — Qualcomm QCS6490 or Jetson 
Nano; variable message signs — LED, daylight readable; 4G/5G backhaul; 
traffic signal ATC-compatible controller 

Software needed Parking occupancy ML — predict availability 15 minutes ahead; adaptive 
traffic signal — SCOOT/SCATS compatible; VAHAN database integration; 
FASTag analytics; ANPR-based parking payment; citizen guidance app — 
Google Maps + Apple Maps integration 

Why local VAHAN — India vehicle registration database. FASTag — India toll + 
parking payment. India-specific traffic: two-wheelers 70%, cattle on roads, 
unmapped streets. ANPR must handle India number plate formats, fonts, 
damage patterns 

Sensor integrity note ⚠ Inductive loop embedded in road — requires sealing against water 

ingress. Loop inductance changes with temperature — compensation 
required. ANPR camera requires periodic calibration of recognition 
accuracy against India-specific number plate database. Minimum 95% 
recognition accuracy for billing-grade deployment 

Regulatory path MoRTH traffic signal specifications; VAHAN API: MoRTH registration 
required; ANPR for law enforcement: MHA approval; FASTag integration: 
NPCI registration 

POC entry point ESP32 + ultrasonic sensor + camera + OpenCV ANPR — logical check 
only 

Engineering target Qualcomm QCS6490 + ANPR camera + inductive loop + 5G backhaul + 
VAHAN API + FASTag API + adaptive signal algorithm 

 

SC-6: Key Government APIs & Links 

API / Platform URL What It Enables 

VAHAN vahan.parivahan.gov.in India vehicle registration database — owner lookup, 
vehicle category, compliance status 

FASTag NPCI npci.org.in/what-we-do/netc-
fastag 

National Electronic Toll Collection — parking payment, 
toll integration 

Smart Cities Mobility smartcities.gov.in SCM mobility projects, ITMS frameworks, performance 
benchmarks 

MoRTH morth.nic.in Traffic signal standards, ANPR guidelines, road safety 
regulations 

https://www.seekerssignpost.com/


 

18 
Home | Seekers Signpost Rev1.0, May2026 

API / Platform URL What It Enables 

Google Maps 
Platform 

developers.google.com/maps Navigation integration, parking guidance, real-time traffic 
overlay 

 

SC-6: Engineering Notes — ANPR for Indian Number Plates 

India number plate format complexity — why global ANPR fails: 

 

  Format: [State code 2 letters] [District code 2 digits] [Series 1-2 letters] [Number 4 digits] 

  Example: TN 09 AB 1234 (Tamil Nadu, district 09) 

  Font: IND-FONT mandatory from 2019 — earlier plates had varied fonts 

  Reflective sheeting: BIS IS 10190 — retroreflective level varies by age 

 

  Complicating factors unique to India: 

    Damaged plates: bent, partially obscured, hand-written additions 

    Two-wheeler plates: different size, often non-standard fonts 

    Unauthorised modifications: stickers, name boards covering numbers 

    Regional language addition: some states add local script below number 

 

  Required for billing-grade (FASTag payment trigger): 95% recognition accuracy 

  Required for enforcement: 99% recognition accuracy + audit trail 

 

  Training data: the VAHAN database has 300M+ vehicle images — apply for API access. 

  No Indian open ANPR dataset exists. Building one in partnership with MoRTH is a research contribution. 

 

  Qualcomm QCS6490 recommended: Hexagon NPU 12 TOPS, 4× Kryo cores, integrated ISP. 

  Runs YOLO-based plate detection + OCR pipeline at 30fps in a pole-mounted enclosure. 
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Smart Cities Domain Summary — The Six Solution Set 

The six smart city solutions address every major Indian urban infrastructure failure: water loss (SC-1), air 
pollution (SC-2), waste chaos (SC-3), energy waste in lighting (SC-4), flood unpreparedness (SC-5), and traffic 
paralysis (SC-6). Together they represent a complete smart city foundation. Each can be deployed 
independently. Each has an active government scheme funding its deployment. 

 

Solution Year Key Certification POC (Logic 
Check Only) 

Engineering Target Impact 

SC-1 Water Leak 3–4 BIS IS 13469 + 
Legal Metrology 

ESP32 + flow 
sensor + 
ThingSpeak 

STM32H7 + EM flow 
meter + acoustic 
correlator + NB-IoT + 
IP68 

₹18,000 
Cr 

SC-2 Hyperlocal 
AQI 

3 CPCB NAQI 
compliance 

ESP32 + MQ135 + 
PMS5003 + 
ThingSpeak 

STM32U5 + 
electrochemical cells + 
OPC + NB-IoT + 
calibration ML 

₹30,000 
Cr 

SC-3 Smart 
Waste 

3 SBM 2.0 
compliance 

ESP32 + HC-SR04 
+ GPS + 
ThingSpeak 

STM32U5 + temp-
compensated ultrasonic + 
NB-IoT + OR-Tools 

₹10,000 
Cr 

SC-4 Street 
Lighting 

2–3 BIS IS 14697 + 
EESL 

ESP32 + LDR + 
relay + Blynk 

STM32U5 + DALI driver + 
BIS meter + NB-IoT + 
surge protection 

₹6,000 Cr 

SC-5 Flood 
Warning 

3–4 NDMA 
compliance + 
CAP 

ESP32 + HC-SR04 
+ rain sensor + 
LoRa + TTN 

STM32U5 + pressure + 
rain gauge + LoRa + 
satellite backup + IP68 

₹20,000 
Cr 

SC-6 Smart 
Traffic 

4 VAHAN API + 
MoRTH + MHA 

ESP32 + ultrasonic 
+ OpenCV 

QCS6490 + ANPR + 
inductive loop + 5G + 
VAHAN + FASTag API 

₹15,000 
Cr 
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The Smart Cities Engineering Summary — One Common Requirement 

Six solutions. One common engineering requirement: 

 

Every smart city device must survive one full Indian year: 

  Summer: 42°C ambient, direct sun, dust storms 

  Monsoon: 95% RH, flooding, lightning, power cuts 

  Winter: 5°C in North India — condensation on cold surfaces 

  Year-round: 140–270V AC power supply variation 

 

IP rating is not optional. 

Surge protection is not optional. 

Temperature compensation in every sensor is not optional. 

 

A device that survives Chennai summer 

and Delhi monsoon 

and Shimla winter 

is an Indian engineering product. 

Everything else is a pilot. 
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Appendix A-6 — Energy & Utilities: 5 Solutions 

Energy & Utilities — 5 Solutions | ₹90,000 Crore Lost Every Year to Inefficiency and Theft 

 

EN-1  Smart Metering & AT&C Loss Reduction 

Energy · Year 4 · BIS IS 16444 + Legal Metrology + CEA 

 

Dimension Detail 

Scale 22% AT&C loss = ₹90,000 cr/year lost by DISCOMs; 300M+ connections to 
be smart-metered under RDSS 

Impact Recover ₹35,000 cr immediately with smart meter + AI tamper detection; 
reduce AT&C from 22% to 12% 

Hardware needed Smart energy meter — BIS IS 16444 certified; 3-phase + single phase; 
HAN module — Zigbee or RF mesh; NAN — RF mesh or NB-IoT; anti-
tamper: magnetic sensor, current reversal detection, neutral disturbance, 
cover open sensor; cryptographic secure element; India-voltage tolerant: 
140–270V AC 

Software needed MDMS (Meter Data Management System) — RDSS compliant; ML theft 
detection — voltage imbalance, load curve anomaly, meter bypass; RDSS 
portal integration; DISCOM ERP — varies by state; ToU tariff calculation; 
demand response; consumer mobile app 

Why local BIS IS 16444 — India smart meter standard. RDSS — India government 
scheme. State DISCOM ERPs vary completely — BESCOM, MSEDCL, 
TNEB all different. Indian power theft methods require India-trained 
detection models 

Sensor integrity note ⚠ Energy meter is a legal instrument — Weights & Measures Act. BIS IS 

16444 type approval mandatory. CT accuracy class 0.5S minimum. Voltage 
reference must be temperature compensated. Tamper log must be 
cryptographically signed — unsigned logs inadmissible as evidence 

Safety requirement IEC 62052-11 electricity metering safety; IEC 61010-1 measurement safety; 
creepage + clearance per IEC 60664-1 

Regulatory path BIS IS 16444 type approval; Legal Metrology Act; CEA smart meter 
regulations; RDSS technical specifications; SERC approval 

POC entry point ESP32 + PZEM-004T + ThingSpeak — logical check only — not BIS 
certified, not for billing 

Engineering target Custom PCB + metrology-grade CT + voltage reference + BIS IS 16444 
measurement IC + secure element + NB-IoT + RDSS API 

 

EN-1: Key Government APIs & Links 

API / Platform URL What It Enables 

RDSS Portal rdss.gov.in Revamped Distribution Sector Scheme — MDMS 
standards, funding, compliance 
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API / Platform URL What It Enables 

BIS IS 16444 bis.gov.in India smart meter standard — type approval, test lab list, 
certification process 

CEA Smart Meter cea.nic.in Central Electricity Authority — smart meter regulations, 
technical specifications 

Legal Metrology legalmetrology.gov.in Type approval for billing instruments, state verification 
offices 

POSOCO posoco.in Power System Operation Corporation — grid data, 
frequency, demand data 

 

EN-1: Engineering Notes — Tamper Detection Architecture 

Indian power theft methods and the hardware that detects them: 

 

  Method 1 — Current injection/reversal: Bypasses meter using external connection. 

  Detection: bidirectional current measurement. CT output reversal = tamper flag. 

  Hardware: 4-quadrant energy measurement IC (e.g. ADE9000 or MCP39F511A) 

 

  Method 2 — Neutral tampering: Disconnects neutral — meter reads zero. 

  Detection: neutral current sensor (small CT on neutral conductor). 

  Hardware: neutral CT + separate ADC channel. Neutral current ≠ phase current = tamper. 

 

  Method 3 — Magnetic attack: Strong magnet saturates CT core, stops measurement. 

  Detection: Hall effect sensor near CT — magnetic field above threshold = tamper. 

  Hardware: AH1907 Hall sensor embedded in meter housing. 

 

  Method 4 — Meter bypass: Direct connection around meter terminals. 

  Detection: voltage sensors both before and after meter — mismatch = bypass. 

  Hardware: secondary voltage measurement point on meter output side. 

 

Cryptographic tamper log: 

  Every tamper event: timestamp + tamper type + meter ID + cumulative energy at time of event 

  Signed with ECDSA P-256 using device private key stored in secure element (ATECC608A or 
equivalent) 

  Signature verifiable by DISCOM with device public key — mathematically unforgeable 

  This makes the tamper log legally admissible evidence in court 
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EN-2  Solar Micro-Grid Management for Rural Areas 

Energy · Year 3–4 · PM-KUSUM + CEA Microgrid 

 

Dimension Detail 

Scale 18,000+ villages on unreliable grid; 50M rural solar households; PM-
KUSUM targets 30GW distributed solar by 2026 

Impact Reliable power → 3 additional study hours/day for children; cold storage for 
farmers; income generation; ₹25,000 cr PM-KUSUM deployment 

Hardware needed MPPT solar charge controller — 98%+ efficiency, India irradiance profile; 
BMS IC — LiFePO4 chemistry for Indian temperature range; smart inverter 
— pure sine wave, India-voltage output; LoRa mesh — inter-village grid 
coordination; energy meter — per household, BIS certified; load controller 
— prepaid circuit breaker; all: 45°C+ ambient, 95% RH, dusty conditions 

Software needed Solar irradiance forecasting ML — India-specific (NIWE database); load 
prediction ML — Indian rural load profile; load balancing algorithm; UPI pay-
as-you-go billing — USSD fallback; PM-KUSUM API; RDSS grid 
integration; carbon credit calculation 

Why local India solar irradiance — seasonal variation, monsoon cloud cover — 
requires India-trained models. UPI integration. PM-KUSUM compliance. 
Indian rural load profile — mixer grinder, water pump, TV. LiFePO4 thermal 
management for Indian summer 

Sensor integrity note ⚠ Irradiance sensor (pyranometer) requires regular cleaning in dusty 

conditions — dust accumulation causes 15–25% reading error within 
weeks. Calibration against WMO secondary standard pyranometer at 
installation. Battery SOC estimation requires temperature compensation — 
LiFePO4 flat voltage curve makes SOC difficult at Indian temperatures 

Regulatory path CEA microgrid regulations 2016; MNRE PM-KUSUM technical 
specifications; BIS IS 16444 for energy meters; SERC grid connection 
approval 

POC entry point Arduino + solar panel + TP4056 + load relay + Blynk — logical check only 

Engineering target STM32H7 + MPPT controller + LiFePO4 BMS + LoRa mesh + BIS energy 
meter + UPI API + PM-KUSUM API 

 

EN-2: Key Government APIs & Links 

API / Platform URL What It Enables 

PM-KUSUM mnre.gov.in/pm-kusum Solar pump scheme — subsidy, beneficiary registration, 
scheme compliance 

NIWE Irradiance niwe.res.in National Institute of Wind Energy — India solar irradiance 
data by state 

CEA Microgrid cea.nic.in Microgrid regulations 2016 — technical standards, grid 
connection approval 

UPI NPCI npci.org.in/what-we-do/upi UPI payment integration for pay-as-you-go solar billing 

RDSS rdss.gov.in Grid integration for solar micro-grids, feed-in tariff data 
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EN-2: Engineering Notes — LiFePO4 BMS for Indian Climate 

Why LiFePO4 (lithium iron phosphate) is the preferred chemistry for Indian rural solar: 

 

  Safety: no thermal runaway below 270°C. Indian summer can push battery ambient to 55°C. 

  Lithium cobalt oxide (LiCoO₂) thermal runaway starts at 150°C — dangerous in Indian conditions. 

  Cycle life: LiFePO4 = 2,000–4,000 cycles vs LiCoO₂ = 500–1,000 cycles. 

  Flat discharge curve: 3.2V ± 0.1V across 80% of capacity — stable off-grid voltage. 

 

LiFePO4 SOC estimation challenge: 

  Flat voltage curve: 3.20V at 90% SOC, 3.19V at 50% SOC, 3.18V at 20% SOC. 

  Voltage-based SOC estimation fails — resolution needed: < 10mV. 

  Correct approach: Coulomb counting (integrate current over time) + periodic voltage anchoring. 

  Temperature compensation: LiFePO4 capacity drops 15% at 0°C, 5% at 10°C vs 25°C reference. 

  BMS firmware must compensate SOC estimate for temperature: SOC_corrected = SOC × f(T) 

 

MPPT controller for India irradiance profile: 

  India daily irradiance: 4.5–6.5 kWh/m²/day (varies by state and season) 

  MPPT algorithm: Perturb & Observe (P&O) or Incremental Conductance — P&O simpler, Incr. Cond. 
more efficient 

  Under partial shading (monsoon clouds): use variable step P&O to avoid local maxima trapping 

  NIWE irradiance data: downloadable by district — use for solar yield prediction ML training 
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EN-3  Industrial Energy Audit & Optimisation 

Energy · Year 3–4 · BEE PAT + ISO 50001 

 

Dimension Detail 

Scale 3M+ energy-intensive industrial units; ₹4L cr annual industrial energy bill; 
industrial sector = 42% of India's total energy consumption 

Impact 15–20% energy reduction = ₹60,000–80,000 cr saving; BEE PAT scheme 
compliance; carbon credit generation 

Hardware needed Sub-metering CT clamps — non-invasive, retrofittable on existing cables; 3-
phase power quality analyser — THD, power factor, harmonics; power 
quality recorder — transient capture; harmonic analyser — up to 50th 
harmonic; RS485/Modbus RTU interface — legacy SCADA integration; DIN 
rail mounted — standard industrial form factor 

Software needed Energy disaggregation ML — identify per-machine consumption from 
aggregate meter; BEE PAT compliance dashboard; ISO 50001 energy 
management system; demand response algorithm; power factor correction 
advisory; carbon credit per BEE methodology; DISCOM ToU tariff 
optimisation 

Why local BEE PAT — India-specific energy efficiency trading. Indian industrial tariff 
— ToD, ToU, demand charges — varies by DISCOM. Legacy Indian 
machinery — HMT, Kirloskar, Greaves — have unique energy signatures 
requiring India-trained disaggregation models 

Sensor integrity note ⚠ CT accuracy class 0.5 minimum for revenue-grade measurement. CT 

saturation in high-harmonic industrial environments — anti-saturation core 
mandatory. Power quality analyser requires calibration against traceable 
power reference. Harmonic measurements require Nyquist compliance — 
sampling rate > 2× highest harmonic frequency 

Safety requirement Working near live conductors — IEC 61010-1 CAT III 600V minimum. CT 
installation requires qualified electrical engineer 

Regulatory path BEE PAT scheme eligibility; ISO 50001 certification; Energy Conservation 
Act 2001; state DISCOM metering regulations 

POC entry point ESP32 + PZEM-004T + Modbus RTU — logical check only — not industrial 
grade 

Engineering target STM32H7 + CAT III CT + 3-phase power analyser IC + RS485 + Modbus + 
BEE PAT API + ISO 50001 dashboard 

 

EN-3: Key Government APIs & Links 

API / Platform URL What It Enables 

BEE PAT Scheme beeindia.gov.in/content/pat-
scheme 

Perform Achieve Trade — energy savings certification, 
trading mechanism 

ISO 50001 iso.org/iso-50001-energy-
management.html 

International energy management standard — 
certification body 

Energy Conservation 
Act 

beeindia.gov.in India energy law — designated consumer obligations, 
BEE mandate 
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API / Platform URL What It Enables 

POSOCO posoco.in Real-time grid data — frequency, demand, renewable 
generation 

DISCOM APIs varies by state State-specific tariff API — BESCOM, MSEDCL, TNEB 
have separate developer portals 

 

EN-3: Engineering Notes — Non-Invasive CT for Indian Industrial Retrofit 

Why non-invasive split-core CT is the correct choice for Indian MSME retrofit: 

 

  Indian MSME reality: machines bought in 1975–2000, no Modbus, no OPC-UA, no digital interface. 

  Shutdown for CT installation = production loss. Owner refuses shutdown. 

  Split-core CT: clamps around existing cable, no circuit interruption needed. 

  Opening time: 5 minutes per phase. No electrician shutdown certificate needed. 

 

CT accuracy for industrial power measurement: 

  Class 0.5: ±0.5% accuracy — standard for industrial sub-metering 

  Class 0.5S: ±0.5% accuracy at 1–120% rated current — better for variable loads 

  Class 0.2S: ±0.2% accuracy — for revenue-grade billing (EN-1 requirement) 

 

CT saturation in harmonic-rich Indian industrial environments: 

  Variable frequency drives (VFDs) generate 5th, 7th, 11th harmonics 

  Arc furnaces: extremely high harmonics up to 50th order 

  Standard silicon steel CT core: saturates above 10× rated current, fails in arc furnace environment 

  Anti-saturation core: nanocrystalline alloy (Vitroperm 500F) — no saturation up to 100× rated current 

  Use nanocrystalline core CTs near VFDs, welding machines, arc furnaces 

 

Nyquist requirement for 50th harmonic measurement: 

  50th harmonic at 50 Hz = 2,500 Hz 

  Nyquist: sampling rate > 2 × 2,500 = 5,000 samples/second minimum 

  IEC 61000-4-7 standard: 256 samples per 50 Hz cycle = 12,800 samples/second 

  STM32H7 ADC: 3.6 Msps — more than adequate 
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EN-4  EV Charging Network Management 

Energy · Year 4 · FAME II + BIS + CEA + Legal Metrology 

 

Dimension Detail 

Scale 13,000+ EV charging stations planned under FAME II; 1 crore EVs on road 
by 2030; ₹10,000 cr FAME II outlay 

Impact Prevent range anxiety; optimise grid load from EV charging; reduce peak 
demand; ₹25,000 cr EV ecosystem enablement 

Hardware needed Smart EVSE controller — IEC 61851-1 compliant; AC Type 2 + DC CCS2 + 
CHAdeMO — Bharat AC-001 and DC-001 India standards; demand 
response unit; energy meter — revenue grade, BIS certified; RCD — IEC 
61008; RFID reader + display; 4G + WiFi backhaul; surge protection 10kA 

Software needed OCPP 2.0.1 protocol stack; charging demand ML — predict demand by 
location, time, weather; grid load balancing — V2G capability; FAME II 
compliance reporting; UPI + Bharat QR payment; eMSP platform; roaming 
interoperability 

Why local FAME II — India EV subsidy. Bharat AC-001 and DC-001 — India EV 
charging standards. Indian electricity ToU rates for EV. UPI payment. 
DISCOM load management APIs 

Sensor integrity note ⚠ EV charging energy meter — Legal Metrology type approval mandatory. 

Accuracy class 1 minimum. Revenue-grade isolation between grid and 
vehicle — IEC 61851 non-negotiable. Ground fault detection mandatory — 
EV charging near water = electrocution risk 

Safety requirement IEC 61851-1 EV conductive charging; IEC 62196 plugs and sockets; IEC 
61008 RCD; earth continuity monitoring 

Regulatory path FAME II technical specifications; BIS EV charging standards; CEA EV 
infrastructure guidelines 2022; Legal Metrology billing meter; state 
electricity board interconnection 

POC entry point ESP32 + relay + energy monitor + RFID — logical check only — not OCPP, 
not safety certified 

Engineering target NXP i.MX8M + OCPP 2.0.1 stack + BIS energy meter + IEC 61851 EVSE + 
4G + UPI API + FAME II API 

 

EN-4: Key Government APIs & Links 

API / Platform URL What It Enables 

FAME II fame2.heavyindustries.gov.in EV subsidy scheme — charger registration, compliance, 
incentive disbursement 

BIS EV Standards bis.gov.in Bharat AC-001 and DC-001 charging standards — type 
approval process 

OCPP openchargealliance.org Open Charge Point Protocol 2.0.1 — industry standard 
for charger management 

CEA EV Guidelines cea.nic.in Central Electricity Authority EV charging infrastructure 
guidelines 2022 

UPI NPCI npci.org.in/what-we-do/upi UPI payment integration for EV charging sessions 
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EN-4: Engineering Notes — OCPP 2.0.1 and India-Specific Considerations 

OCPP 2.0.1 — the protocol that makes interoperability possible: 

 

  OCPP = Open Charge Point Protocol. Published by Open Charge Alliance. 

  Defines: charger-to-management system communication (JSON/WebSocket) 

  Mandatory for FAME II compliance since 2022. 

 

  Key OCPP 2.0.1 features vs 1.6: 

    Smart charging: dynamic load management, V2G preparation 

    Device management: OTA firmware updates, remote configuration 

    Security: TLS 1.2/1.3 mandatory, certificate-based authentication 

    Reservation: advance booking with QR code payment 

    ISO 15118: Plug & Charge — vehicle identifies itself automatically (future India use) 

 

India-specific additions required on top of OCPP 2.0.1: 

  UPI payment trigger: OCPP does not define payment. India integration = OCPP + UPI webhook. 

  Bharat QR: generate QR code on charger display for UPI scan payment. 

  GST: every charging session must generate GST-compliant invoice — B2B + B2C. 

  FAME II subsidy calculation: subsidy applied per kWh dispensed per FAME II eligibility. 

 

IEC 61851-1 safety requirement that most students overlook: 

  Control pilot signal: 1kHz PWM signal on pilot pin communicates charging state. 

  Vehicle state A (disconnected): 12V DC on pilot 

  State B (connected, not ready): 9V PWM 

  State C (charging): 6V PWM — charger enables power 

  State D (ventilation required — rare): 3V PWM 

  State E/F (error): 0V — charger must immediately cut power 

  This pilot signalling is mandatory. A charger that skips it is not IEC 61851 compliant. 
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EN-5  Coal Mine & Thermal Plant Monitoring 

Energy · Year 4 Advanced · ATEX/IECEx + DGMS — Most Safety-Critical Solution 

 

Dimension Detail 

Scale 600+ coal mines; 200+ thermal plants; coal = 70% of India's electricity; 
3,000+ mine accidents/year 

Impact Prevent accidents saving 500+ lives/year; reduce unplanned shutdowns 
worth ₹500 cr/incident; DGMS compliance automation 

Hardware needed Gas sensors — CH₄, CO, O₂, H₂S — ATEX Zone 1 certified; vibration 
monitors — IEC 60079 compliant; thermal camera — IR, ATEX rated; 
underground DECT 2020 or Leaky Feeder RF; wearable gas detector — 
miner personal protection; environmental monitoring — dust, humidity, 
temperature underground 

Software needed Predictive maintenance ML — conveyor belt, motor bearing, turbine blade 
anomaly; gas leak prediction ML — atmospheric dispersion model; DGMS 
compliance reporting; miner evacuation alert; coal quality ML — calorific 
value prediction; plant efficiency optimisation 

Why local DGMS regulations — India mine safety law. Indian coal — high ash, varying 
calorific value — India-calibrated models needed. Indian mine construction 
types — bord and pillar vs longwall — different sensor deployment 

Sensor integrity note ⚠ Gas sensors in explosive atmosphere — ATEX + IECEx certification 

mandatory. No compromise. An uncertified gas sensor in a coal mine is a 
criminal liability. CH₄ catalytic bead sensors: 3-year maximum lifetime — 
must be replaced. Cross-sensitivity between mine gases requires multi-gas 
sensor fusion and individual calibration per gas 

Safety requirement IEC 60079 — explosive atmosphere equipment; ATEX Zone 1; IS 8791 
India explosive atmosphere standard 

Regulatory path DGMS Mine Safety regulations; Mines Act 1952; ATEX Directive / IECEx 
for India; CEA thermal plant safety regulations 

POC entry point ESP32 + MQ-4 methane + MQ-7 CO — logical check only — NEVER use 
in actual mine without ATEX certification 

Engineering target STM32N6 + ATEX-certified gas sensors + IECEx enclosure + leaky feeder 
RF + DGMS API + predictive ML 

 

EN-5: Key Government APIs & Links 

API / Platform URL What It Enables 

DGMS dgms.gov.in Directorate General of Mines Safety — regulations, 
compliance reports, accident database 

Mines Act 1952 dgms.gov.in/acts-and-rules India mine safety law — mandatory reporting, safety 
officer requirements 

ATEX atex.eu European explosive atmosphere certification (for ATEX 
market) 

IECEx iecex.com International IEC explosive atmosphere certification — 
applicable for India 
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API / Platform URL What It Enables 

CIL coalindia.in Coal India Limited — production data, mine-wise safety 
records, pilot partnerships 

 

EN-5 — ABSOLUTE SAFETY REQUIREMENTS — NO EXCEPTIONS 

 

ATEX Zone 1: area where explosive gas atmosphere is likely to occur in normal operation. 

All coal mine working areas: Zone 1 or Zone 0 (continuous hazard). 

 

Any electrical device in Zone 1 must be ATEX Zone 1 certified. 

This means: intrinsically safe (Ex ia) or flameproof (Ex d) — not just 'explosion-proof'. 

 

Intrinsic safety (Ex ia): circuit energy limited below ignition threshold. 

  Zener barrier required between safe area and hazardous area circuits. 

  No standard MCU can be used in Zone 1 without intrinsic safety barrier. 

  The STM32N6 is NOT intrinsically safe. The IS barrier makes the circuit safe. 

 

MQ-series gas sensors: NOT ATEX certified. NEVER use in mine. 

Using non-ATEX equipment in a mine: criminal liability under Mines Act 1952. 

The DGMS inspector can shut down any mine using non-compliant equipment. 

 

The correct path for students building EN-5: 

  1. Build and test hardware in a laboratory environment using known gas mixtures. 

  2. Partner with a mine operator for field validation using ATEX-certified hardware. 

  3. The firmware, ML model, and DGMS API integration can be developed in the lab. 

  4. The certified hardware is procured from Draeger, MSA Safety, or Honeywell Analytics. 
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EN-5: Engineering Notes — Leaky Feeder RF for Underground Communication 

Leaky feeder coaxial cable — the only practical RF system for underground coal mines: 

 

  Standard WiFi or LoRa in underground tunnels: signal dies within 30–50 metres due to absorption. 

  Leaky feeder: coaxial cable with periodic slits in the outer conductor. 

  The slits 'leak' RF energy along the cable length — effectively a distributed antenna. 

  Coverage: entire tunnel length with one cable. No dead spots. 

  Frequency: 150–900 MHz typical for mining leaky feeder systems. 

 

DECT 2020 (New Radio) alternative for modern mines: 

  DECT (Digital Enhanced Cordless Telecommunications) at 1.9 GHz 

  Designed for industrial private networks — interference immunity, QoS, priority channels 

  DECT 2020 NR: up to 2 Gbps (more than adequate for mining sensor data) 

  Standardised under ETSI EN 300 175 — international standard, not proprietary 

 

Sensor node for underground mine: 

  Must be Ex ia (intrinsically safe) — cannot draw more than permitted energy 

  Battery life: 12-hour shift minimum (miner carries it for full shift) 

  Wearable GPS: GNSS does not work underground — use RF-TDOA positioning from leaky feeder 

  Evacuation signal: 400 Hz buzzer + LED strobe — both Ex ia rated 
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Energy Domain Summary — Five Solutions, One Common Thread 

Five solutions. One common thread: every energy IoT device touches money, safety or both. 

 

Solution Legal 
Instrument? 

Safety 
Critical? 

Primary Certification POC Entry Impact 

EN-1 Smart 
Metering 

Yes — billing Yes — 
electrical 
safety 

BIS IS 16444 + Legal 
Metrology + CEA 

ESP32 + 
PZEM-004T 

₹35,000 Cr 

EN-2 Solar 
Micro-Grid 

Yes — billing Yes — 
electrical 
safety 

BIS IS 16444 + CEA 
microgrid + MNRE 

Arduino + solar 
+ TP4056 

₹25,000 Cr 

EN-3 Industrial 
Energy 

Yes — PAT 
compliance 

Yes — CAT 
III voltage 

BIS + BEE PAT + ISO 
50001 

ESP32 + PZEM 
+ Modbus 

₹60,000 Cr 

EN-4 EV 
Charging 

Yes — billing Yes — EV 
safety 

BIS + CEA + Legal 
Metrology + IEC 61851 

ESP32 + relay + 
RFID 

₹10,000 Cr 

EN-5 Coal Mine No Yes — 
explosive 
atmosphere 

ATEX Zone 1 / IECEx + 
DGMS 

Lab only — no 
mine entry 

₹15,000 Cr 

 

No energy IoT solution can be prototyped on a breadboard and called engineering. 

Every one requires understanding the regulatory and safety framework before the first schematic is 
drawn. 
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Shared Engineering Principles — Smart Cities & Energy 
Domain 

1. IP Rating for Indian Field Conditions — The Minimum Standards 

Deployment Minimum 
IP 

Why What Fails Without It 

Underground 
(pipe/drain) 

IP68 Full submersion during monsoon 
flooding 

NB-IoT node, pressure sensor, 
flow meter 

Outdoor pole/wall IP66 Monsoon rain + dust storm AQI sensor, waste bin sensor, 
street light controller 

Outdoor panel IP65 Rain + dust, not submersion Solar controller, energy meter 
outdoor 

Indoor panel DIN rail IP54 Dust ingress protection Industrial energy audit CT, 
RS485 node 

Underground 
manhole 

IP68 + 
IK10 

Submersion + mechanical impact from 
vehicles 

Water leak correlator, flood 
sensor 

 

IK rating = mechanical impact protection. IK10 = 20 joule impact (1 kg weight from 2 metres). Manhole-
mounted sensors need IK10 — they get hit by drainage water, tools, and occasionally vehicles if the manhole 
cover is not secured. 

 

2. India Voltage Tolerance — Design Beyond 220V Spec 

Every device in this domain must be designed for the actual India supply range: 140–270V AC. 

Not the nominal 230V. Not the standard tolerance 216–244V. 

The actual field-measured range in rural India: 140–270V AC. 

 

What this means for hardware design: 

 

  Power supply: must specify input range 85–277V AC (covers India + universal supply) 

  Capacitor voltage rating: X2 safety capacitors rated for 275V AC minimum (not 250V) 

  MOV selection: continuous voltage rating ≥ 275V AC (not 230V — will fail on surges) 

  TVS diode: bidirectional, 300V working voltage, 600W minimum for secondary transients 

  Isolation transformer: rated for 277V AC primary — not 220V 

 

Surge testing requirement for Indian conditions: 

  IEC 61000-4-5 Level 3: 1kV (line to earth) and 2kV (line to line) surge immunity 

  This is the minimum. Level 4 (2kV/4kV) is preferred for rural installation. 

  Test house in India: ERTL Chennai/Mumbai/Delhi can perform IEC 61000-4-5 testing. 
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3. Legal Metrology — Revenue-Grade Instrument Requirements 

Any instrument used in a commercial transaction requires Legal Metrology compliance. 

In this domain that means: EN-1 smart meter, EN-2 household solar meter, EN-3 industrial sub-meter, 
EN-4 EV charger. 

 

The Legal Metrology path for a new instrument: 

  1. Design to applicable BIS standard (IS 16444 for smart meters, IS 14697 for energy meters) 

  2. Submit to NABL-accredited test laboratory for type testing 

  3. Apply to State Legal Metrology Office for type approval 

  4. After type approval: each unit must be verified and stamped before commercial use 

  5. Annual re-verification (periodic verification) by State LM Officer 

  6. Any firmware change affecting measurement display: re-type approval required 

 

What happens without Legal Metrology compliance: 

  Using an uncertified meter for billing is illegal under Weights & Measures Act 1976 

  Penalty: ₹10,000 to ₹1,00,000 fine + 1–5 years imprisonment for repeat offenders 

  The DISCOM cannot accept billing data from an uncertified meter — commercially unusable 
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